Analyze Akamai

What is Akamai and how it works?

By: Farhad Alimohammadi




What is Akamai?

In General, Akamai is a CON, Cloud Service Provider
And Providing Web and Internet Security Services

So What is a CON?




Akamai Features

Client Reputation 0 ] OLl. Automation Bot Protection
App & API Protector 0 2 05 Enterprise Threat Protector
Origin IP Access Control List 0 3 06 Low Response Time
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Progress in different years

Block Attempted IPS User tracking with Al Avanced User tracking
2015 2019 2021
I I @
IP Repution 0S Info Tracking
User Behavior Typing Speed
Click Tracking Mouse Click Speed
Keyboard Tracking
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Deeper, Inside The Codes!

We checking their
system with inspecting
the network and we will
get parameters that
working with inside the
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How To Bypass Akamai

1) Using Random IPs For Requests
2) Using Selenium or Emulator Based Softwares
3) Using Random User-Agents

4) Using Delays (Random Delays), Random Clicks
and Human Typing

5) Using Spoofer
Akamai
Bypass
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Private Browsers

As we said, for bypassing the Akamai we need to use Browser based
programming and need some spoofer as well.

Some private browsers allows us to do all steps at same time and without any
extra steps.

© Session setup

= ;
Create new session provider
&

¥ Load anonymity checker after setup ¥ Enable HTMLS local storage
¥ Save HTMLS local storage data

» Use SphereGL

» Save indexed db storage data

Network connectivity settings | check proxy/ geo
4 No proxy v 192.168.7.10 N/A
¥ Use fake wRTC Connect ip & proxy ip are same ipv6  WRTCoff

Useragent client settings ¥ Chrome & Safari ¥ MSIE ¥ Other ¥ Regenerate configure after useragent change

o Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like - & mas

Disable popups Enable service worker Block russian input

;] 1366 768 |+ config manager H 7 T extended settings [ ‘

Emulate screen resolution Emulate touch screen

55.7649 37.6283 USA states

Fingerprint, plugins and other settings

¥ Enable unique canvas fingerprint ¥ Enable unique rects fingerprint Enable flash (WARNING: It's not safe!)
¥ Enable unique audio fingerprint ¥ Use custom plugins and mimeTypes Use dynamic fingerprints

¥ Enable unique fonts fingerprint ¥ Save and encrypt cookies before exit g Block canvas output




THANKS!

Do you have any questions?




