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AN OVERVIEW OF OFFICIAL DEFINITIONS OF CYBERSPACE IN GOVERNMENTAL DOCUMENTS

“Cyberspace is the electronic world created by interconnected networks of information technology and the information on those networks. It is a
global commons where more than 1.7 billion people are linked together to exchange ideas, services, and friendship.”
Canada, “Canada’s Cyber Security Strategy”, 2010 [31].

“Cyberspace is the virtual space of all IT systems linked at data level on a global scale. The basis for cyberspace is the Internet as a universal and
publicly accessible connection and transport network which can be complemented and further expanded by any number of additional data networks.
IT systems in an isolated virtual space are not part of cyberspace.”

—— Germany, “Cyber Security Strategy for Germany”, 2011 [32].

“Cyberspace is the global network of interdependent information technology infrastructures, telecommunications networks, and computer processing
systems in which online communication takes place.”
—— New Zealand, “New Zealand Cyberspace Strategy”, 2011 [33].

“Cyberspace is an interactive domain made up of digital networks that are used to store, modify and communicate information. It includes the
internet, but also the other information systems that support our businesses, infrastructure and services.”
United Kingdom, “The UK Cyber Security Strategy”, 2011 [34].

“Cyberspace is the complex environment resulting from the interaction of people, software and services on the Internet by means of technology
devices and networks connected to it, which does not exist in any physical form.”
ISO/IEC, ISO/IEC 27032, “Guidelines for cybersecurity (DRAFT)”, 2011 [35].

“A global domain within the information environment consisting of the interdependent network of information technology infrastructures, including
the Internet, telecommunications networks, computer systems, and embedded processors and controllers.”
United State, “DoD Dictionary of Military and Associated Terms”, 2009 [36].

“Cyberspace is a global domain within the information environment consisting of the interdependent network of information technology infrastructures
and resident data, including the Internet, telecommunications networks, computer systems, and embedded processors and controllers.”
United State, “DoD Dictionary of Military and Associated Terms”, 2013-2017 [37].

“Cyberspace is the overall system of interconnected computer infrastructures, including hardware, software, data and users, as well as the logical
relationships among them, regardless of how they are established.”
Italy, “Decree of the President of the Council of Ministers (DPCM)”, 2013 [38].
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Ref: Clark, David. "Characterizing cyberspace: past, present and future." MIT CSAIL, Version 1 (2010): 2016-2028.
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6/ Ref: Sheldon, John B. "Deciphering Cyberpower: Strategic Purpose in Peace and War". Strategic Studies Quarterly 5, no. 2 (Summer 2011): 95-112.
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GOMEZ’S 4-LAYER MODEL OF CYBERSPACE
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Ref: Gomez, Miguel Alberto. (2017). Victory in Cyberspace. IAFOR Journal of Politics, Economics & Law. 4. 10.22492/ijpel.4.1.04.
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VENABLES’S 8-. AYER MODEL OF CYBERSPACE
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ﬁ b/ Ref: Venables A (2021) Modelling Cyberspace to Determine Cybersecurity Training Requirements. Front. Educ. 6:768037. doi: 10.3389/feduc.2021.768037
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RUSSIAN 3-LAYER MODEL OF CYBERSPACE
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(A b/ Ref: http://www.intelros.ru/readroom/jfq/75-2014/24840-the-limits-of-cyberspace-deterrence.html
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( Social layer )
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( Cognitive layer )

( Virtual persona Iayer)

[ Logic layer )
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( Physical layer )
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( Geographical layer )
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(é b/ Ref: https://faculteitmilitairewetenschappen.nl/cms/view/e4749768-c81b-431a-aabe-4{73f9226d56/cyber-security-cyber-operations
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General Cyberspace: Cyberspace and Cyber-enabled
Spaces

Huansheng Ning, Senior Member, IEEE, Xiaozhen Ye, Mohammed Amine Bouras, Dawei Wei, and Mahmoud
Daneshmand, Member IEEE

Abstract—Cyberspace is the digital world created based on
traditional physical, social, and thinking spaces (PST) but in
turn makes a great difference on PST. The cyberization and
the emergence of cyber-nabled spaces can be viewed as the
bnd.ghetwenqheupammdmﬂudmsh: the current

of concept “Gen-
eral Cy ace (GC)". Gemﬂly, GCis a-nlﬁed description of
comventional cyl {also shortly cyberspace in this paper)
and qberrenﬂlled PST. It mlb emenges from ace

based on
comergence of spaces. This r proposes the definition of
GC and investigates lt l'ml: rl?flnee main aspects: existence,

in terms of

and
philosophy, science, " and technology ud—i
Index Terms—General cyberspace, cyber-enabled, cyber phi-

losophy, cyber science, cyberenabled technology, existence, in-
teraction

L INTRODUCTION

urrently, as the fast development of information and
computer technology, the term “cyberspace” is no doubt
to become an increasingly attractive aspect of our daily life,
work, and study. Origi the term “cyberspace™ appeared
firstly in the artworks made by Susanne Ussing and Carsten
Hoff to represent the idea of “sensory spaces™, a physical
room that can sense and adapt to human beings. In 1980s,
the term was coined by Willian Gibson in his science fictions,
“Buming Chrome™ [1] and “Neuromancer” [2], in which it
was described as “a graphic representation of data abstracted
from banks of every computer in human system”. Since that,
its concept was prominently identified as the synonym of the
digital world created by computers and meeived an enormous
attention. So far, the term “cyberspace™ has been widely
used in various academic and technology studies by scholars,
researchers, professionals, hobbyists, and hackers in relation
to compmer technologies and lhe globalization of network.
Cyberspace is a comp dented space in ho-
man knowledge but still e:usls pmﬂlel with PST. Generally
speaking. the concept of space in “cyberspace™ tends to be

H. Ning. X. Ye, M A_ Bourss, and D). Wei are with the Scho of Compuier
and Communication Engineering, University of Science and Technobogy
Beijing, 100083, Beijing, China, e-mail: ninghuansheng @usthedu.cn

H. Ning is also with Beijing Enginesring Research Cenier for Cyberspace
Data Analysis and Applications, 100083, Baijing, China

Daneshmand is with the ot of Business Intellipence and
Analytics and the Department of Compuer Science, Sevens Institute of
Technology, Hoboden, NI (7050 USA

Copyright (c) 2012 IEEE. Personal use of this materisl is permitted
However, perméssion to use this maierial for any other purposes must be
obtained from the TEEE by sending a request to pubs-permissions @ isse. org.

abstract and mathematical without the duality of volume.
Therefore, the cyberspace in the conventional sense is merely
a virtual, digital world created baszd on various infrastructures
such as computers, networks, data and information, hardware
and softwame, etc.. which we call conventional cyberspace
or cyberspace in short A Jarge number of studies have
been done to explore this sense of cyberspace from various
perspectives (2.g. [3-[12]). The success and popularity of
relevant theories and technologies are pushing towards the
conclusion that cyberspace is no longer confined to merely
digital world but extends beyond it to involve various aspects
of physical, social and even thinking space. In this case, an
evolution of “cyberenabled” (also cyberization, referring to
“the process of formation of the new cyberspace and reforma-
tion of present PST towards cyberenabled spaces™ [13], [14])
is paving the way to a compleiely new environment where
cyber-related elements permeate all spaces and all aspects of
our life, which we call general cyberspace (GC). Some new
words have been proposed as synonyms of general cyberspace
in the diversity of relevant literature to envision the future
world, such as smart world [15]-{20]. hyperworld'hyperspace
[21], and cyber-physical-social-thinking hyperspace (CPST)
[19], [22], [23]. Furthermore, some relaled works have also
been conducted with mspect to the evolution process [18].
[20], [21]. characteristics [19]. [24]. mlated research amas or
projects [20], [24], and future expectation of GC. However,
none of these works made a precise definition of GC and little
attention has been devoted to aspects of philosophy. science,
and technology of GC.

‘With the deep permeation of cyberization to the real world,
the aspects of cyber philosophy, cyber science, cyber technolo-
gv. and their relations are increasingly emphasued in order to
strive for a compreh g of cyt e and
cyber-enabled spaces as well as sorts of phenomena caused
by cyberization. For example, in [25]. the authors proposed
the concept of “CyberSciTech” as an inter-discipline, trans-
discipline, and multi-discipline integration of cyber science
and cyber technology to present new perspectives on cyber-
wation as well as emerging cyber-enabled spaces [26], [27].
They pointed out that cyber science is actually technology-
driven knowledge collection about GC, which provides ways
to understand and study complex phenomena in GC. Corre-
spondingly, the rm “Cybermatics™ [13], [14], [28}-[30] was
proposed as a scientific and systematic discipline to study
cyber entities as well as its attributes, properties, behaviors,
and practice in GC. However, their works have merely focused
on related research topics and areas but lacked the discus-
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GENERAL CYBERSPACE AND TRADITIONAL SPACES

Physical Space Social Space hinking Space

CePS: Cyber-enabled physical space
CeSS: Cyber-enabled social space
CeTS: Cyber-enabled thinking space

Cyberspace

3
Ref: Ning et al. "General cyberspace: Cyberspace and cyber-enabled spaces." IEEE Internet of Things Journal 5, no. 3 (2018): 1843-1856.
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(a) Ubiquitous connections based GC (b) Spaces convergence based GC
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b/ Ref: Ning et al. "General cyberspace: Cyberspace and cyber-enabled spaces." IEEE Internet of Things Journal 5, no. 3 (2018): 1843-1856.
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KNOWLEDGE SPECTRUM OF GENERAL CYBERSPACE
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TRADITIONAL EXISTENCE
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Ref: Ning et al. "General cyberspace: Cyberspace and cyber-enabled spaces." IEEE Internet of Things Journal 5, no. 3 (2018): 1843-1856.



Yy

Prepared by Kazim Fouladi | Fall 2021 | 3 Edition

.
)U},

ﬁb/ Ref: Ning et al. "General cyberspace: Cyberspace and cyber-enabled spaces." IEEE Internet of Things Journal 5, no. 3 (2018): 1843-1856.

b Lsudlas slabad g il slas @ o0 gas sl slas

pwe] vV 5[."43

CYBER-ENABLED EXISTENCE

SUMMARY OF ABBREVIATIONS

PST

CeXS
CePS
CeSS
CeTS
[oT
IoP
SIoT
IoTk
CPS
CPSS
CPST
PS

SS

TS

CS
U2loT
Cyber-1
SNS
ICT

physical, social, and thinking spaces
general cyberspace
cyber-enabled spaces
cyber-enabled physical space
cyber-enabled social space
cyber-enabled thinking space
Internet of Things

Internet of People

Social Internet of Things
Internet of Thinking
cyber-physical system
cyber-physical-social system

cyber-physical-social-thinking hyperspace

physical space

social space

thinking space

cyberspace

unit loT and ubiquitous loT
cyber individual

social network services

information and computation technology
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A SHORT OVERVIEW OF TRADITIONAL EXISTENCE IN FOUR SPACES AND CYBER-ENABLED EXISTENCE

biology, etc.

Existence Description Examples
Physical space and things existing in physical space. Most
. .. of them are along with some characteristics that can be | Tables, animals, plants, furniture, cloth, house,
Physical Traditional . AR . . ) . ) . .
Exist described by multi-disciplines such as physics, chemistry, machine, electric, air, soil, water, sun, light, etc.
xistence

Cyber-enabled

Traditional physical existence associated with cyberspace.

Robots, smart phones, smart cars, smart houses,
wearable devices, etc.

Social Existence

Traditional

Social space and things existing in social space. They
usually result from the collection and interaction of human
beings and other non-human creatures.

Communities, families, food chain, relationship-
s, rights and obligations, national laws, etc.

Cyber-enabled

Traditional social existence associated with cyberspace.

Social network services/social media, etc.

Thinking space and thinking related things existing in

Thoughts, ideas, awareness, intelligence, con-

Thinking Traditional thinking space. They are usually in relation to the brain sciousness. emotions. religion. elc
Existence activities of human beings. ’ » feliglion, efc.
Cyber-enabled Traditional thinking existence associated with cyberspace. Internet thinking, big data thinking, etc.
Pure Cyber Cyberspace and anything existing virtually and digitally in We‘bpages‘, y oftware, Intemet, cellphone a'p[‘)ll—
Existence cyberspace. cations, digital games, e-things, ePerson/digital

persona, etc.
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Cybermatics: A Holistic Field for Systematic
Study of Cyber-Enabled New Worlds
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* ABSTRACT Following the two trends of computerization and informatization, another emerging trend is
cyberization in which numerous and various cyber entities in cyberspace will exist in cyber-enabled worlds,
including the cyber world and cyber-conjugated physical, social. and mental worlds. Computer science and
information science, as holistic fields. have, respectively. played important roles in computerization and
informatization. Similarly. it is necessary for there to be a corresponding field for cyberization. Cybermatics
is proposed as such a holistic field for the systematic study of cyber entities in cyberspace and cyber world,
and their properties, functions, and conjugations with entities in conventional spaces/worlds. This paper sets
out to explain the necessity and rationale for, and significance of, the proposed field of Cybermatics, what
it is and what it encompasses, and how it is related to other fields and areas.

aew

INDEX TERMS Cyber, Cybermatics, cyberization, cyberspace, cyber entity. cyber world. cyber-enabled,
cyber-conjugated, cyber-physical, cyber-social. cyber-mental, science, computer, data, information, network.,

communication, ubiguitous, system.

I. INTRODUCTION

COwver the 200 years since the Industrial Revolution, the human
ability to compute and communicate has been extended o
machines, initially by mechanical means. but latterly by
computers and communication devices such as telephones
and wireless devices. Over the last two decades, both these
capabilities have been further extended to ordinary things
that are part of everyday life, such as consumer goods, vehi-
cles, mechanical systems, houses, clothes, furniture, farms,
organizations, cities and so on, as first envisioned and called
ubiquitous computing by Mark Weiser around 1990 [1], and
later named as pervasive computing by IBM in 1999 [2].

In addition to these computation and communication capa-
bilities, these machines, devices and ordinary things are also
all able w be interconnected by networks, especially the
Internet and Web. In addition, these non-human things are

2165 3536 & 2015 IEEE Translations and conkent mining
s kalsnpmllhd.hnl?blﬂdnm’

] Rarsoral

also feasibly capable of sensation, processing information,
interaction, cognition, and even thinking and taking auto-
nomic actions. As a result, we are stepping into a completely
new world environment of pervasive computation, commu-
nication, interaction, sensation, information and intelligence:
embedded in numerous ordinary things, including plants and
even the human body as well as the brain, towards a hyper
world [3] with hyper-connections [4]. We first envisioned this
development in 1993, and also depicted a smart world [3] with
smart u-things [6] and ubiguitous intelligence [7] in 2005,
This new world environment will extend to such a range of
things and apply to such a variety of contexts that it will bring
ahout revolutionary change in almost every facet of human
life and society.

In essence, the profound change brought about by
this new world environment will be due to the ubiguity

ftied for academlc m march coly.

mequises IEEE permission. WOLLME 3, 2015
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CYBERMATICS: A HOLISTIC FIELD FOR SYSTEMATIC STUDY OF CYBER-ENABLED NEW WORLDS

Mark Weiser’s

Humans and Computers

Three Relations| _ m-to-1 [ 1-to-1 to- J o Hﬂ

Computing Eras| 5" &

Comp Element Mainframes Personal Computers | Things + Clouds
Existing Form | Large/Stationary Small/Portable Invisible/Ubiquitous
Main Purpose Computation Information Cyberization
Proc. Content Numbers/Data Media/Stream Data Context/Big Data
Central Goal Fast/Precise Rich/On-demand Aware/Autonomic
Basic Behavior Passive Interactive Active

Field of Study

Computer Science

Information Science
(Informatics)

Cyber Science
- Cybermatics -

The three computing eras/trends and their characteristics.

"Cybermatics: A holistic field for systematic study of cyber-enabled new worlds." IEEE Access 3 (2015): 2270-2280.
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CYBERMATICS: A HOLISTIC FIELD FOR SYSTEMATIC STUDY OF CYBER-ENABLED NEW WORLDS

Conventional Cyber-connected Cyber-enabled
Worlds Worlds Worlds

Physical
World
Social
World

Cyber-Physical

(CP)

A e

< o
S o _
— a7 =
U = ()

S )

Q Q

Cyber-PSM
(CPSM)

Mental
World

] ;
7Y
Ref: Ma, Jianhua, et al. "Cybermatics: A holistic field for systematic study of cyber-enabled new worlds." IEEE Access 3 (2015): 2270-2280.
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ENTITIES AND THEIR RELATIONS IN CYBER, PHYSICAL, SOCIAL AND MENTAL WORLDS

/

Cyber Entities [

Cyberspace

\
e

.

Real Entities in

I

i ————

AN

" YV T
Cyber World
Synthetics | Mapping | Component

: [

’«'t' a\ ] :"V\\ E

Physical, Social &

Mental Worlds

1
/
\_‘__/ <

Physical, Social & Mental Spaces

2, ;
7Y
Ref: Ma, Jianhua, et al. "Cybermatics: A holistic field for systematic study of cyber-enabled new worlds." IEEE Access 3 (2015): 2270-2280.
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THE GENERAL CATEGORIES OF CYBERMATICS FOR CYBER-ENABLED WORLDS

Cybermatics
for Cyber-enabled Worlds

Cyber World
Category

Cyber-conjugated
Category

Cyber-Physical (CP)
Cyber-Social (CS)

Cyber-Mental (CM)

Cyber-PSM

Cyberspace
Cyber Science
Cyber Technology

Cyber Life

2, ;
7Y
Ref: Ma, Jianhua, et al. "Cybermatics: A holistic field for systematic study of cyber-enabled new worlds." IEEE Access 3 (2015): 2270-2280.
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CYBERSPACE OPERATIONS

What Senior Leaders Need to Know
About Cyberspace

William Waddell
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Characterizing cyberspace: past, present and future
David Clark
MIT CSAIL
Version 1.2 of March 12, 2010

This work is funded by the Office of Naval Research under award number
N00014091059 and N000140810898. Any opinions, findings. and conclusions or
recommendations expressed in this email are those of the author (s) and do not
necessarily reflect the views of the Office of Naval Research.

Introduction

In general temms. most practitioners share a working concept of cyberspace—it is the
collection of computing devices connected by networks in which electronic information
is stored and utilized. and communication takes placel. Another way to understand the
nature of cyberspace is to articulate its purpose. which I will describe as the processing,
manipulation and exploitation of information, the facilitation and augmentation of
communication among people, and the interaction of people and information. Both
information and people are central to the power of cyberspace. If we seek a better
understanding of what cyberspace might be. one approach is to identify its salient
characteristics: a catalog of its characteristics may be more useful than a list of competing
definitions.

A four layer model

In this note. I will attempt to capture the character of cyberspace using a model with four
layers. From the top down. the important layers are:

* The people who participate in the cyber-experience—who communicate, work
with information. make decisions and carry out plans. and who themselves
transform the nature of cyberspace by working with 1fs component services and
capabilities.

* The information that is stored. transmitted. and transformed in cyberspace.

* The logical building blocks that make up the services and support the platform
nature of cyberspace.

+ The physical foundations that support the logical elements.

It is not the computer that creates the phenomenon we call cyberspace. It is the
interconnection that makes cyberspace—an interconnection that affects all the layers in
our model. Today, we associate the phenomenon with the Internet, with its particular
approach fo interconnection. but there could be many alternative cyberspaces. defined
(and created) by different approaches to interconnection. Indeed. in his book The
Victorian Interner’. Tom Standage argues that the mode of interconnection created by the

! The term was coined by a science fiction writer, William Gibson, and popularized in his
book Neuromancer (1984).
~ Standage. Tom. The Victorian Internet. Berkley Trade (October 15, 1999)
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Deciphering Cyberpower

Strategic Purpose in Peace and War

Jobn B. Sheldon

WHAT 1S THE strategic purpose of cyberpower? All too many works on
cyberspace and cyberpower are focused on the technical, tactical, and
operational aspects of operating in the cyber domain. These are undoubtedly
important topics, but very few address the strategic purpose of cyberpower
for the ends of policy. Understanding its strategic purpose is important if
policy makers, senior commanders, and strategists are to make informed
judgments about its use. Cyberpower does indeed have strategic purpose
relevant to achieving policy objectives. This strategic purpose revolves
around rhe ability in peace and war to manipulate perceptions of the stravegic
environment to ones advantage while ar the same time degrading the ability
of an adversary to comprehend thar same environment.

While it is proper to pay attention to the technological, tactical, and
operational implications, challenges, and opportunities of cyberspace, this
article concerns itself with its use—"the ability to use cyberspace to create
advantages and influence events in all the operational environments and
across the instruments of power”—for achieving the policy objectives of
the nation.! Transforming the effects of cyberpower into policy objectives
is the art and science of strategy, defined as “managing context for continuing
advantage according to policy” (emphasis in original).” The definition pro-
vides the overall strategic impetus for the use of cyberpower. To fully under-
stand the power of cyber, one must acknowledge the character of cyber-
power and cyberspace. The linkage between strategic context, strategy, and

The author wishes to thank Derek Reveron, Naval War College: Col Harold J. Arata, USAF, and his
exemplary team at the Center for Cyberspace Rescarch; Dirs. Harold R, Winton, Richard Muller, James W,
Forsyth Jr., Stephen Wright, and Stephen D). Chizbotti at the School of Advanced Air and Space Studies;
and Lt Col William E. Young, USAE, currently at Air War Callege.

John B. Sheldon, PhD, is professor of space and cyberspace strategic studies at the School of Advanced Air
and Space Studies and deputy director of the AF Space and Cyber Strategy Center, Maxwell AFB, AL He also
reaches cyber strategy at the AF Institute of Technology’s Cyber 200 and Cyber 300 courses at Wright-

Patterson AFB, OH. Prior to his current duties, he served in Her Britannic Majesty’s Diplomatic Service.
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General Cyberspace: Cyberspace and Cyber-enabled
Spaces

Huansheng Ning, Senior Member, IEEE, Xiaozhen Ye, Mohammed Amine Bouras, Dawei Wei, and Mahmoud
Daneshmand, Member, IEEE

Abstract—Cyberspace is the digital world created based on
traditional physical, social, and thinking spaces (PST) but in
turn makes a great difference on PST. The cyberization and
the emergence of cyberenabled spaces can be viewed as the
bridge between cyberspace and PST, which reshaped the current
definition of cyberspace and contributed to a novel concept “Gen-
eral Cyberspace (GC)". Generally, GC is a unified description of
comventional cyberspace (also shortly cyberspace in this paper)
and cyber-enabled PST. It essentially emerges from cyberspace
based on whiquitous connections between things and the deep
comvergence of spaces. This paper proposes the definition of
GC and investigates it from its three main aspects: existence,
i i and appli /services, ively in terms of
science, and technology outlook.

Index Terms—General cyberspace, eyber-enabled, eyber phi-
losophy, cyber science, cyberenabled technology, existence, in-
teraction

L INTRODUCTION

urrently, as the fast development of information and
computer technology, the term “cyberspace”™ is no doubt
to become an increasingly attractive aspect of our daily life,
work, and study. Originally, the term “cyberspace” appeared
firstly in the artworks made by Susanne Ussing and Carsten
Hoff to represent the idea of “sensory spaces”, a physical
room that can sense and adapt to human beings. In 1980s,
the term was coined by Willian Gibson in his science fictions,
“Buming Chrome™ [1] and “Neuromancer” [2], in which it
was described as “a graphic representation of data abstracted
from banks of every computer in human system”. Since that.
its concept was prominently identified as the synonym of the
digital world created by computers and received an enormous
attention. So far, the tzrm “cyberspace”™ has been widely
used in various academic and technology studies by scholars,
researchers, professionals, hobbyists, and hackers in relation
to computer technologies and the globalization of network.
Cyberspace is a completely unprecedented space in hu-
man knowledge but still exists parallel with PST. Generally
speaking, the concept of space in “cyberspace” tends to be

H. Ning. X. Yo, M.A. Bourss, and D. Wei are with the Schood of Compuir
and Communication Engineering, University of Science and Technobogy
Baijing. 100083, Beijing, China. e-mail: ninghusnsheng @usthedu.cn

H. Ning is also with Beijing Engineering Reszarch Cenier for Cyberspace
Data Analysis and Applications, 100083, Beijing, China

Daneshmand is with the Depariment of Business Inellipence and
Analytics and the Department of Compuer Science, Sevens Institute of
Technology, Hoboken, NJ 07030 USA

Copyright (c) 2012 IEEE. Personal use of this material is permitted
However, permission to use this maierial for any other purposes must be
obtained from the IEEE by sending a request to pubs-permissions @ieee org.

abstract and mathematical without the duality of volume.
Therefore, the cyberspace in the conventional sense is merely
a virtual, digital world created based on various infrastructures
such as computers, networks, data and information, hardware
and software. etc., which we call conventional cyberspace
or cyberspace in short A large number of studies have
been done to explore this sense of cyberspace from various
perspectives (2.8 [3-[12]). The success and popularity of
rlevant theories and technologies ae pushing towards the
conclusion that cyberspace is no longer confined to merely
digital world but extends beyond it to involve various aspects
of physical, social and even thinking space. In this case, an
evolution of “cyber-enabled” (also cyberization, referring to
“the process of formation of the new cyberspace and reforma-
tion of present PST towards cyber-enabled spaces™ [13], [14])
is paving the way to a completely new environment where
cyber-related elements permeate all spaces and all aspects of
our life, which we call general cyberspace (GC). Some new
words have been proposed as synonyms of general cyberspace
in the diversity of relevant literature to envision the future
world, such as smart world [135]-[20], hyperworld/hyperspaca
[21], and cyber-physical-social-thinking hyperspace (CPST)
[19], [22], [23]. Furthermore, some related works have also
been conducted with mspect to the evolution process [18].
[20], [21]. characteristics [19], [24], elated research areas or
projects [20], [24]. and future expectation of GC. However,
none of these works made a precise definition of GC and litfle
attention has been devoted to aspects of philosophy, science.
and technology of GC.

With the deep permeation of cyberization to the real world,
the aspects of cyber philosophy, cyber science, cyber technolo-
gy. and their relations are increasingly emphasized in order to
strive for a comprehensive understanding of cyberspace and
cyber-enabled spaces as well as soris of phenomena caused
by cyberization. For example, in [25]. the authors proposed
the concept of “CyberSciTech” as an inter-discipline, trans-
discipline, and multi-discipline integration of cyber science
and cyber technology to present new perspectives on cyber-
ization as well as emerging cyber-enabled spaces [26], [27].
They pointed out that cyber science is actually technology-
driven knowledge collection about GC, which provides ways
to understand and study complex phenomena in GC. Corre-
spondingly. the &m “Cybermatics™ [13], [14], [281-[30] was
proposed as a scientific and systemafic discipline o study
cyber entities as well as its atiributes, properties, behaviors,
and practice in GC. However, their works have merely focusad
on related research topics and areas but lacked the discus-
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Cybermatics: A Holistic Field for Systematic
Study of Cyber-Enabled New Worlds
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: ABSTRACT Following the two trends of computerization and informatization, another emerging trend is
cyberization in which numerous and various cyber entities in cyberspace will exist in cyber-enabled worlds,
including the cyber world and cyber-conjugated physical, social. and mental worlds. Computer science and
information science, as holistic fields. have, respectively. plaved important roles in computerization and
informatization. Similarly, it is necessary for there to be a corresponding field for cyberization. Cybermatics
is proposed as such a holistic field for the systematic study of cyber entities in cyberspace and cyber world,
and their properties, functions, and conjugations with entities in conventional spaces/worlds. This paper sets
out to explain the necessity and rationale for, and significance of, the proposed field of Cybermatics, what
it is and what it encompasses, and how it is related to other fields and areas.

INDEX TERMS Cyber, Cybermatics, cyberization, cyberspace, cyber entity, cyber world, cyber-enabled,
cyber-conjugated, cyber-physical, cyber-social, cyber-mental, science, computer. data, information. network.,
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communication, ubiguitous, system.

I. INTRODUCTION

Orwer the 200 years since the Industrial Revolution, the human
ability to compute and communicate has been extended to
machines, initially by mechanical means, but latterly by
computers and communication devices such as telephones
and wireless devices. Over the last two decades, both these
capabilities have been further extended to ordinary things
that are part of everyday life, such as consumer goods, vehi-
cles, mechanical systems. houses, clothes, furniture, farms,
organizations, cities and so on, as first envisioned and called
ubiquitous computing by Mark Weiser around 1990 [1], and
later named as pervasive computing by IBM in 1999 [2].

In addition to these computation and communication capa-
bilities, these machines, devices and ordinary things are also
all able to be interconnected by networks, especially the
Internet and Web. In addition, these non-human things are

also feasibly capable of sensation, processing information,
interaction, cognition, and even thinking and taking auto-
nomic actions. As a result, we are stepping into a completely
new world environment of pervasive computation, commu-
nication, interaction, sensation, information and intelligence
embedded in numerous ordinary things. including plants and
even the human body as well as the brain, towards a hyper
world [3] with hyper-connections [4]. We first envisioned this
development in 1995, and also depicted a smart world [3] with
smart u-things [6] and ubiguitous intelligence [7] in 2005,
This new world environment will extend to such a range of
things and apply to such a variety of contexts that it will bring
about revolutionary change in almost every facet of human
life and society.

In essence, the profound change brought about by
this new world environment will be due to the ubiquity

21EG-I5I6 & 2015 IEEE Transdations and onient mining s permited for scademic mmaech only.
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The Fundamental Conceptual
Trinity of Cyberspace

Breno Pauli Medeiros®
Luiz Rogério Franco Goldoni**

Abstract: This article is based on the premise that the increasing human interaction in cyberspace
elevates it to the level of a strategic domain and, as such, raises theoretical and practical challeng-
es for International Relations. It is founded on an epistemological reflection on the fundamental
assumptions of the paradigms that permeate International Relations. The main objective is to con-
ceptualise cyberspace as the strategic domain in the 21* century, as well as to develop an amalytical
framework that will both provide evidence and investigate the resilience of the foundations of cur-
rent International Relations, these being specifically, the following precepts: i) sovereignty based on
territoriality, ii) state monopoly of power, and iii) accountability between international actors. With
this in mind, the approach refers to defence documentation and scientific sources in order to reach a
definition that will characterise cyberspace, considering its technical, scientific and strategic aspects.
At the same time, the bibliographic work underpins the development of the analytical tool known as
the Fundamental Conceptual Trinity of Cyberspace, based on the characteristics of the cyberspace
domain: i) deterritoriality, i) multiplicity of actors, and iii) uncertainty.

Keywords: cyberspace; cybernetics; territory; accountability; International Relations.

Introduction

This research is about the inherent aspects of cyberspace: deterritoriality, multiplicity of
actors and uncertainty. These characteristics elicit reflection about the basic elements rel-
ative to the state: territory, concentration of power and accountability. The analytical tool
“Fundamental Conceptual Trinity of Cyberspace'” (FCT) was developed with the aim of
improving the understanding of those aspects and how they may affect the theoretical
bases of International Relations (IR) and Political Science. It relates to an analytical-re-
flexive effort that is limited both by the complexity of the theme and by the spatial limita-
tions of this publication. The work aims to contribute to the recent, albeit already broad

*  Brazillian Army Command and General Staff College (ECEME), Rio de Janeira-R], Brazil: breno.paulig@

gmail.com. ORCID il} 0000-0002-5835-5252.

"*  Bragillian Army Command and General Staff College (ECEME), Rio de Janeiro-RJ, Brazil; lnizrfgoldoni@
gmail.com. ORCID il} 0000-0001-5257-9470.
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Modelling Cyberspace to Determine
Cybersecurity Training Requirements

Adrian Venables *

Deprartmend of Softwam Scince, Talinm University of Technobgy, Talin, Bdoni

Cyberspace is a constantly evolving and expanding environment that is being used for an
ever-increasing range of purposes. As such, it atiracts numerous threat actors seeking to
identify and exploit its vulnerabilities. In order to be able to fully mitigate the risk of
compromise, it is necessary fo first understand the nature and composition of
oyberspace and how it is used. This chapter seeks to address this issue by presenting
amethod to model cyberspace in three dimensions with humans included as an integral
part. Expanding beyond describing cyberspace purely in terms of technology and its uses,
it explores geographic, political, and temporal aspects to reflect its dynamic nature. The
first component of the model examines the vaned atiributes of cyberspace ranging from
the landscape in which its components are located to how they are used. The second
dimension investigates the path of data in all its forms from its source to destination,
amnphasising that cyberspace is fundamentally 2 communications medium and is nat
borderless. Thirdly, it focuses on the security dimension and the mativations of those with
malicious intent, demonstrating the multidisciplinary and essentially human nature of
cybersecurity in countering thar actiities.

Musher Karpaur, ’ " e
Motwegian Lhiversity of Science and ko
Techroibgy, Norway
timi ks, INTRODUCTION

Nonwegiin Defence Uniwrsly
Cabge, Nowsf' he role of cybersecurity is well understood and has become the basis for a thriving and sucoessful
“Cormespondancer industry. Supporting this profession is a mature and fully developed education and training
Advian Vershkbs  Organisation providing the range of skillsets needed to supply suitably qualified personnel

i verabb st ol oe

However, the complexity of the disdpline is such that individuals tend not to be aware of all
aspects of the subject. This can lead to cybersecurity practitioners concentrating on just those niche

Specialty section:  arcas in which they have been trained resulting in a very nar row view of the profession. The challenge
This arficke was submidied 0 of end-to-end security encompassing all aspects of cyberspace is rardy considered and for good
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reason. As an artificial environment that is constantly expanding with new uses being found and
novel technologies continually introduced, achieving total security s a formidable undertaking,
Indeed, it may be considered so largeand complex as to be disregarded as impracticable. This chapter
seeks to address this issue by presenting a novel way of representing cyberspace to enable all aspects
to be u(amim:d Drawing on previous research, it introduces a three-dimensional modd of the

d to better und d how its properties, attributes, and risks can be
mdcrsmud at an)- place and time. In doing so, it demonstrates that cyberspace does not exhibit
universal characteristics but that its structure and characteristics may differ at the source and
destination of any data exchange. By achieving a greater appredation of the properties of that part of
cyberspace relevant to a particular use case, the training required to provide comprehensive
cyhersecurity can be better understood.
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Representing a Human-Centric Cyberspace

Phoebe M Asquith'** and Phillip L Morgan'*

! Airbus, The Quadrent, Celtic Springs Business Park, Newpart, P10 §FZ, UK
# School of Psychology, 70 Park Place, Cardiff University, Cardiff, CF10 JAT
{phillip. morgan external, phosbe p asquith external} @ airbus com

Abstract. There is 3 lack of consensus when wsing the term “cyberspace™ [1].
Computers and network devices are prominent in definitions of cyberspace; lesz
commeon is the essential and inclusion of humsn users. However, the human user
is both implicitly insegral to and sctively part of the cyberspace.

Cyberspace is often conceptalized as three layers of interconnected netarorks:
social, information and gecspatial (physical) [2]. These represent an indirect hn-
muan slement within cyberspace. This is characteristic of related fields, such as
cybersecurity, where umsan-centersd research has been lagging behind techno-
logical aspects. A model that incorporates the imsm user in cyberspace is needed
1o direct foure research and improve security and nsability (navigation).

A new lmman-cenmic model of cyberspace is proposad (the HCCM), with the
mser a5 a physical and integrsl entity, together with recognition of the cognitive
representstion of cyberspace. It focuses on boumdaries and ransformation points
between objects and spaces and offers a platform for future buman-centmic re-
search in cybersecurity.

Keywords: Cybersecurity - Cyber security - Human user - Himnan Factors - Ho-
man-machine interaction

1 Introduction

Metaphors and analogies, such as “wild west” and “space”, have been central to at-
tempts to understand the global online computer network and its meaning for soctety
and culture broadly [3]. The term “cyberspace” was first used by William Gibsen in hus
book, Mewomancer [4], where he defined 1t as 2 "a consensual hallucmation”. Smee
then although the term “cyberspace™ is commeonly used, there is 2 lack of consensus
about its meaning and what it encapsulates [1] [3]. It is difficult to represent and modal
cyberspace, due to ifs associations across phy=mical {2z computer hardware) and non-
physical domains (e.g., ‘information’ or ‘onlme’ space).

Although computers and network devices are promunent in cwrent commeon defini-
tions, less commen is the inchision of buman users. Cyberspace has been desenbed
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Scienpress Ltd, 2018

On the Mathematical Definition of Cyberspace
Nicholas J. Daras’

Abstract

We give a mathematical definition of cyberspace including basic
specifications of its different formalities. To this end. we set an appropriate
framework for determining adequate theoretical background. allowing rigorous.
supple. univalent and adaptive description of what exactly we mean by saying
"cyberspace” At the basis of this framework is the concept of the e —category We.
Ane —categorycan be viewed as an infinite e —graph(V, E)withvector weights, in
such a way that the e —nodes in ¥ are the e —objects, while thee —edges or e —arcs
in E are the ¢ —morphisms. Given this notion, we investigate the possibility of
allecating vector weights to objects and morphisms of any e —category W,. We also
intreduce a suitable metrizable topelogy on e — graphs and e — categories. The most
significant benefits coming from the consideration of such a metric dyy, in the set
ob(W,)of objects of an e —categorycan be derived fromthe definitions of cyber-
evolution and cyber-domain. Bearing all this in mind. we define the local
e— dynamics. as a mapping cy:[0.1] = (|ab[We)|, "'-Wc) ; its image is
ane—arrangement. The points of an e—arrangement are the instantaneous local
An e —an ther with all of its instant

) : =

e — node m

e—morphisms is an e —regularization. The elements of the completion |ob(W,)| of
the set ob(W,)of objects of an e — categoryare the cyber-elements, while the
topological space (|ob(WeJ|.dw(} is called a cyber-domain. A continuous local

e —dynamics is said to be a cyber-evolutionary path or simply cyber-evalution of the

‘D of Matt ics and Engmeering Sciences, Hellenic Military Acadenty, 166 73,
VariAttikas, Greece
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