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contrarotulum —— contrerole ——

MEDIEVAL LATIN

a counter-roll or register
used to verify accounts

\

contra + rotulus

LATIN

against,
opposite

LATIN

|

rotula
LATIN

roll,
a little wheel

OLD FRENCH

conterrolle
MIDDLE ENGLISH

control
ENGLISH
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Control
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Epistemological,
logical and other

control science

Control problems

|
|
|
|
|
|
|
|
I
| .
| foundations of
|
|
|
|
|
|
|
|
|
|

________________

as the subject

Ontological, logical,
ethical and other
foundations of
managerial practice

of research in
philosophy

Cybernetics

Control
science

SCIENCE

Management
philosophy

Managerial
practice

CONTROL

EITEN
by | . |
Ref: D.A. Novikov, Cybernetics: From Past to Future, Springer, 2016 (pg. 22)

PRACTICE
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Epistemological, regularities of regularities of Ontological, ethical
logical and other efficient control control activity and other foundations
foundations o~
LS g | Theory verification, s .
’ . practical experience . A
/ Cybernetics seneralization, etc. Management ''philosophy" ) '
\\ / //
CTTe- L CONTROL THEORY -

Ref: D.A. Novikov, Cybernetics: From Past to Future, Springer, 2016 (pg. 24)
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Subjects of control Scheme

Control tasks and
control
mechanisms

Control
principles

Control functions

1
Ref: D.A. Novikov, Cybernetics: From Past to Future, Springer, 2016 (pg. 26)

of control activity

COMPONENTS OF
CONTROL THEORY

Methods and
types of control

Forms of control

Conditions

of control

Control means
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' Principles of:

' 2) unification

: 4) openness

| 8) participation
. 16) adaptivity

 Principles of:
3) purposefulness
5) efficiency
6) responsibility
7) non-interference
12 feedback
15) predictive reflexion
18) anonymity
19) coordination
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External
environment

Control
system

_—_— — = .

Controlled
system

Principles of:

1) hierarchy

9) development
10) completeness
and prediction

11) regulation and
resource provision
13) adequacy

14) well-timed
control

17) rational
decentralization
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of adaptivity adequacy and
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prediction and
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Control
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Ref: D.A. Novikov, Cybernetics: From Past to Future, Springer, 2016 (pg. 38)
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SOCIAL PROCESS THEORIES

Social control theory
Human behavior is
controlled through

close associations with
institutions and individuals.

SOCIAL
PROCESS
APPROACH

] ,
i
Ref: Larry J. Siegel, Criminology: The Core, 4th Edition, Wadsworth, Cengage Learning, 2011
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Attachment
e Family

* Friends

e Community
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r@/ Ref: Larry J. Siegel, Criminology: The Core, 4th Edition, Wadsworth, Cengage Learning, 2011
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Feedback Loops

provide information to the organization by
connecting the outputs to its inputs

1
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Control
a response to the change
ﬂ-—
Stimulus Sensol
a change occurs the change is detected

the effect of the response
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Exogenous factors
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&:%:[:} Supply line |—"= Stock iy :2‘_:?
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New product adoption
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Studies in Systems, Decision and Control 47

D.A. Novikov

Cybernetics

From Past to Future

@ Springer
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Fundamentals
of Cybernetics

Lerner, Aleksandr lakovlevich

Note: This is not the actual book cover
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Saturday Review

Cybernetics

or Control and Communication in
the Animal and the Machine

Reissue of the 1961 second edition

Norbert Wiener

Recipient of the 1963 National Medal of Science

forewords by
Doug Hill and Sanjoy Mitter
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Steven A. Frank

_ Control Theory
_ Tutorial

Basic Concepts
[llustrated by
Software Examples

EXTRAS ONLINE &) Springer Open
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Control Theory
for Engineers
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Process Control

Theory and Applications

Second Edition
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Shuang Cong
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‘Systams Evaluation, Pradiction and Decision-Making Series.

INTRODUCTION TO
THEORY OF CONTROL
IN ORGANIZATIONS

VLADIMIR N. BURHOV - MIKHAIL GOUBKO
NIKOLAY KORGIN = DMITRY NOVIKOV
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Studies in Systems, Decision and Controd 189

Alexander G. Chkhartishvili
Dmitry A. Gubanov
Dmitry A. Novikov

Social Networks:
Models of

Information
Influence, Control
and Confrontation

@ Springer
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PANOPTICON

CONFORMITY AND CONTROL ON SOCIAL MEDIA
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CAPTIVE SOCIETY

The Basij Militia and Social Control in Iran

SAEID GOLKAR
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(k Ref: https://www.researchgate.net/publication/279157783_Social_credit_A_comprehensive_literature_review
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What is taken into consideration when calculating a
THE INPUT social credit score?

Traditional input Social input
% Adherence to
traffic rules

% Income-tax payment % Adherence to int ti ith
: : .. nteractions wi
family-planning limits other internet users

% Loan repayment % Payment for public
transportation ‘Reliability’ of
Credit-card bills Academic honesty ninrrEsion pus’.:ted
or reposted online

ity bi Shopping habit
% Utllltf bills % 'ﬂ'ﬂlunteeral:tiurity opping napits

é Payment of court % Filial piety
judgments
% Criminal record

Source: The Wall Street Journal



THE OUTPUT | What do social credit scores affect?
Generating credit

4 score with algorithm .

Insurance
premiums

Access to
social services

Ratings will
determine eligibility

T for loans, jobs, etc o8y
Access to Loan rates and
luxury hotels amounts
ﬂ
Travel Access to
abroad internet services
School admission Eligibility for
and scholarships E government jobs

Access to planes and
high-speed trains
Source; The Wall Street Journal






Citizens gain
points by:

™ THE GAME OF LIFE

China's social credit system expands the
idea of a standard credit check to all

aspects of life.

Each citizen is assigned 1000 points,
monitored to judge their behavior,
and rated accordingly.

@

Engaging in
charity work

REWARDS

®

Praising the
government
on social media

Insincere
apologies for
crimes committed

Citizens lose
points by:

% v

Cheating in
online games

PUNISHMENTS




The Social Credit System integrates various types of data into its public files*
Not all data is related to blacklists or red lists

The Social Credit File

Other file Irregular-

Basic information information R

Adminis- Admin-
rative per-@ istrative
mits penalties

Irregulari-
ties list

*Note: This is the file represented in the national Credit China and Corporate Credit Information databases. While these are the model

Key enforcement
information

Red lists

Blacklists

for national implementation, different formats exist and are shattered across different administrative levels, A significant portion

(in some cases over eighty percent) of this data remains confined to these local portals.
Source: Credit China

© MERICS



China's tight grip on enterprises
Influencing business decisions via Social Credit Scores*

merics

Mercator Institute

Company representatives for China Studies
L1l 111 INNARN]
g vtooar E 3 companies E
Approved investment projects ] E | i
in key industries LA \
Compliance with government regulations / e HLLIE BIUCHISlIE
Internet regulations Public-private partnerships
Work safety/ Ll G i i
_ Intell | overnment pilot projects
safe production - ellectial BOpery DATA EFFECTS SRS
T i Energy saving/ COLLECTED >>> SOCIAL >> ON Public service projects
ax payments environmental protection

CREDIT
SCORES

Qutstanding behavior/awards

Safe production e
Saving natural resources
Recycling

Credit conditions

TOMORROW
(UNTIL 2020)

LLLLRA

LLLILL
RERAL

Compliance with companies’
OWn commitments

Additional government regulatons Travel privileges

High speed trains

New energy

vehicles quotas Flights Travelling abroad
£ SOTERe
anline activities Pricing ALECT ADDEHTUTIEES
1l

FUTURE COMPANY
(AFTER 2020) REPRESENTATIVES
LLLI LLLLLLRLLL

Inclusion of all industries and sectors

111
LI

Real-time and remote monitoring

Online activities
real-time tracking

Emissions monitoring
Tracking of vehicles



The all-seeing state: China's plans for total data control

webspace; data collected .
circle of friends p merics

comments in social media g® O unlawful behaviour Mercator Institute
payments O O O O\O for China Studies
compliance with state regulations
O
administrative data: O g

age court records O
seX gu®,
Q

marital status

0000

family planning

R&D investment

B Social Credit 58
Score o

workplace behaviour

behaviour on social platforms

** positive or negative influence on ?‘ ‘
) public tendering

o T
L

)
O/u ®
online and offline consumer transactions O o
O/U U\O O/C redit conditions
)

access to social media platforms ggm®. Q
0 O R&D funding

traveling gg®,
job opportunities O

© MERICS



SERIES

BLACK WRROR

Black Mirror

2011 | [R21] | 5 Seasons | Award-winning TV Programmes

This sci-fi anthology series explores a twisted, high-tech near-future
where humanity's greatest innovations and darkest instincts collide.

Starring: Jesse Plemons, Cristin Milioti, Jimmi Simpson
Creators: Charlie Brooker
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Social credit: a comprehensive literature review

Lean Yu", Xirie Li', Ling Tang', Zongyi Zhang” and Gang Kou®

* Carmpondence: yeangumacen
"Sehod of Emnomics and

Merusgemens, Bejng Universy af

echnolagy, Bejing

aanlabie at the end of the atde

@ Springer

Abstract

To avoid credit fraud, social credit within an economic gystem has become an
increasingly impornant criterion for the evaluation of economic agent activity and
guaranteeing the development of a market economy with minimal supervision
costs. This paper provides a comprehansive review of the social credit literature
fiom the perspectives of theoretical foundation, scoring methods, and regulatory
mechanisms. The study considers the credit of various economic agents within
the social credit system such as countries (or govemments), corporations, and
individuals and their credit variations in online markets (i.e, network cre A
histarical review of the theoretical (or model) developrment of economic agents is
presented together with significant works and future research directions. Some
interesting condusions are summarized from the literature review. (1) Cradit theory
studies can be categorized into traditional and emerging schools both focusing on
the economic explanation of soda credit in conjunction with creation and evolution
machanisms (2) The mast popuar credit woring methad include expart systarms,
econometric models, anificial intelligence (Al techniques, and their hybrid forms.
Bvaluation indexes should vary acoss different target agents (3) The maost pressing task
for regulatory mechanisms that supervise social credit to avoid credit fraud is the
establishment of shared credit databases with consistent data standards.

Keywords: Social credit; Literature review; Credit scoring; Reg ulatory mechanismyg
Credit risk

Introduction

Increasing credit fraud has become the predominant problem disturbing normal eco-
nomic market activities (Longstaff et al. 2005 Prati et al. 2002). The most famous
cases of aedit fraud are the US subprime mortgage crisis and the European sover-
eign debt crisis that caused substantial damage to global economic systems. Such
devastating effects increase the need for the study of social credit to evaluate credit
risk (ie., credit rating or credit scoring) and to avoid further credit fraud. Credit
fraud has become a predominant subject of focus for academic researchers and prac-
titioners within the fields of economic and financial management. Therefore, this
paper particularly focuses on social credit analysis and provides a comprehensive liter-
ture review with an insightful perspective on social credit and methods to avoid possible
credit fraud at the global level.

Credit fraud problems stem from information asymmetries among economic
agents (Petersen and Rajan 2002); therefore, social aedit evaluates the economic ac-
tivities of various economic agents such as countries (or governments), corporations,
and individuals and their credit variations in online markets (ie., network credit).

© I
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