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Image Hashing Algorithm: An Analysis
and Improvement

Seyed Amirhossein Tabatabaei
! Department of Computer Science, Faculty of Mathematical Sciences,
University of Guilan, Rasht, Iran
amirhossein.tabatabaei@guilan.ac.ir

Abstract: Image authentication code algorithms are schemes wherein the
authenticity of an image is considered in a robust war. As the images are
mainly subjected to some authorized modifications, such schemes must be able
to accept the authorized changes while rejecting the malicious ones. This article
analyzes an image authentication algorithm based on error detection code. The
image authentication scheme utilizes a type of error detection code in order to
encode the mixed most significant bits (MSB) intensity value of each image
pixel. The secrecy of system is based on two secret keys. The algorithm
provides an acceptable robustness and elaborate design however, it suffers from
some security features that leave a gap for improvement. These features are
analyzed and will be employed to show the vulnerabilities of the scheme. Also,
some solutions are proposed to elaborate the algorithm more. The solutions
will increase the strength of the scheme while keeping the robustness.

Keywords: Image Authentication, Robustness, Image Hashing, Error de-
tection and correction.
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Vulnerability Analysis of Social Media
Accounts Against Cyber Attacks

Ahamd Farid Aseel!, Yashar Abrit
' M.Sc. Student, Information Technology Engineering, Faculty of Engineering,
College of Farabi, University of Tehran
faridaseel.4all@gmail.com, yasharabri@ut.ac.ir

Abstract: This article examines the vulnerability of social media accounts
against cyber attacks. With the increasing number of users on these platforms
and the accumulation of sensitive information in user accounts, the security of
these networks is facing cyber threats. The article analyzes phishing attacks
and brute-force attacks as penetration methods and investigates the weaknesses
of social media networks against these attacks. Additionally, social engineer-
ing, as a deception-based and psychological attack on individuals within social
networks, is analyzed. Through a questionnaire, users’ attitudes and behaviors
regarding security measures are evaluated. The results indicate that some users
use strong passwords but do not change them regularly, and users’ awareness
of security practices is inadequate. The security of social media accounts is
of utmost importance, and this article emphasizes that increasing users’ and
administrators’ awareness of cyber threats and countermeasures is crucial to
strengthening the security of these platforms. The information presented in
this article can contribute to enhancing the security of accounts and protecting
users’ personal information against cyber attacks.

Keywords: Cyber Attacks, Social Networks, Phishing, Brute Force, Pene-
tration.
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Improving Cybersecurity Systems Using
Artificial Intelligence Techniques

Ismail A. Humied!
! Associate Professor, Faculty of Police, Policy Academic, Ministry of Interior,
Sana’a, Yemen
dr.ismail_humied@yahoo.com

Abstract: Cyberattacks and threats are in complexity every day. With the
number of attacks growing every day around the world, there are a variety
of methods and strategies for penetrating business systems and individual de-
vices. Individual attackers, organizations, and whole nations are responsible for
these attacks. Attack resources are growing and cyberattacks can have severe
global impact and consequences. These variables make it difficult for security
teams to keep pace, so smarter solutions are needed. This research provides an
overview of how two areas of artificial intelligence (AI), machine learning and
deep learning, can be used to meet cybersecurity challenges. The research can
also show how existing Al technologies can improve cybersecurity. Security
systems can use Al to automate time-consuming manual security operations
and make detection and response more proactive and predictive. As part of
this research, a workshop was held with official from government and private
agencies, who are responsible for network monitoring and security. During this
workshop, a discussion occurred what problems individuals had at work. Thus,
this research includes potential Al-based remedies for identifying issues.

Keywords: Artificial Intelligence, Machine Learning, Deep Learning, Cy-
bersecurity, Cyber-attacks, Cybercrime, Detect.
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