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Approaches to an Information Gathering System
Specified to Automobiles’ Specifications

Behrad Farzadi !

! Department of Knowledge and Information Science, Shahid Beheshti University, Tehran, Iran
behrawd@protonmail.com

Abstract

Having to deal with huge amounts of data and information nowadays, has been
kind of an issue for some people. This problem becomes more bothering when one
would have to handle it while trying to use different types of services. Buying an
automobile is one of the eras that has provided us with so much information that of-
ten making the right decision, would take us hours because of the gigantic amount
of information we have to manage and analyze only to choose one vehicle. New
methods of solving such problems require us to pay attention to similar systems
that solve similar issues in different fields. To solve the car choosing problem, we
can learn from the information gathering and retrieval systems, recommender sys-
tems and information representation systems in libraries. By having given certain
requirements to (budget-wise), and having certain types of information, the system
would be able to help us find the most suitable car to purchase faster, and more
efficiently. This paper does a review on approaches to such a system for car speci-
fications. Even though the discussed system might not seem necessary for both the
buyers and the dealers, proposing an acceptable design for the system would make
a big change in the process of choosing and buying vehicles.

Keywords: Information, Information Gathering, Information Retrieval, Auto-
mobile Specification.

1 Introduction

Transportation has always been one of the most important aspects of life in every culture
and every society. This has not changed in the communication era. Different ways of
transport and methods of moving (air travel, road travel, sea travel and below the
surface travel) have led to the development of organizations that provide transportation
services. However, people still tend to choose private vehicles if possible.

Among all different ways of transportation, automobiles are the most popular; Also,
they are the cheapest when it comes to owning a private one. The process of choosing
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the right automobile requires enough information to compare models and base the deci-
sion on a logical conclusion. This information often cannot be accessed easily, therefore,
buyers may not be sure and confident enough about their choice. To solve this problem,
there should be an information gathering system, working on automobile specifications;
brand and country popularity for example. A country name (e.g., Japanese name) pro-
duces positive value to brands originating from particular countries. Long-term popu-
larity positively influences brands’ short-term market shares and marketing effectiveness
[2]. This research will tend to review approaches to such a system.

2 Automobiles and Information-Related Systems In Li-
braries

Automobile (car) is a four or more wheels transportation that have many benefits for
humanity, one of which can carry passengers and stuffs [3]. An information Gathering
system is a system by which the user can search or browse different types of information
about a specific subject. Such a system is used in different institutions and companies.
Also, libraries use this type of system in a more specific way. The data collected for
management information purposes by libraries can form the basis for a strategic infor-
mation system [1]. Some libraries can fulfill information needs of their users by working
with such systems a lot. In the information era that we are living in, librarians should be
able to answer and fulfill information needs of the users and people who use library sys-
tems. Reference librarians apply critical-thinking skills, emotional intelligence, teaching
ability, and question analysis to connect the user with appropriate resources [5]. More
importantly a “Reference Librarian” has to be an expert in answering information needs
and questions nowadays. To be able to do their job faster and more efficient, librari-
ans use Information Gathering Systems' alongside Information Retrieval Systems? and
Information Management Systems®. Using all of the above and sometimes by devel-
oping a recommendation system, librarians will be able to answer almost any question
and fulfill almost any information need of the user. Same approach can be used for
information gathering of automobiles and cars. We can develop information retrieval
systems and recommendation systems to retrieve automobile related information faster
and more beneficially.

3 Information

Information exists in and is actually necessary for almost all professions, sciences, and
cultures. With the accelerated development and increased impact of modern science and
technology on society, the functions or effects of information on science and technology,

1GS
2IRS
31MS
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as well as society as a whole, is strengthening greatly. Therefore, information has been
seen as an important and powerful force [(].
The word “information” has two main uses:

a) Shannon’s use [7] refers to a syntactic measure of communicable signals that ig-
nores what the signals refer to, and

b) The everyday use [%] refers to semantic content that is about something that
actually exists or could exist.

Information has become a very popular word since the 1950s. It is widely used in
people’s daily life. It refers to messages, news, data, knowledge, documents, literature,
intelligence, symbols, signs, hints, tips, and what is gathered by some special agencies
[6]. To define the word information, we can have different approaches and there have
been different definitions from different experts. However, in a simple explained way
information is created when you add value to data. In any field of study, data is gathered
and is cleansed; then it is managed and then one would retrieve different types of several
data based on what they need. Then they review their data and would really think about
it. Finally, they discover relations between different parts of the data. One would add
this relational value to their data which will help understanding unknown aspects of
the data they gathered. By knowing those aspects, they have created information. By
thinking about this approach, we come to realize that information is not something to
discover; yet it is something to create. Therefore, in an information gathering system
or in an information retrieval system about vehicles, we don’t need to gather data; we
need to gather information. and we are working with information not data that needs
to be cleansed, needs to be worked on and managed to get the information out of.

4 Customer Problems

The problem of car buyers while trying to decide for the best choice is that there are lots
of different parameters that should be considered before deciding. Most of the times,
buyers have to choose only one car because of financial situations or different aspects
that don’t let them decide freely and choose several vehicles. Also, because of the fact
that different vehicles offer different options and features, different ranges of capacity
and different types of services, it is really hard to choose only one automobile. You
should keep in mind that different companies and car manufacturers represent different
sorts of services and different classes of vehicles. As a matter of fact, to choose a specific
vehicle, one has to know the amount of money they want to spend, what service they
want to have, and also, they have to know which car manufacturers provide that type
of service. It is important to note the fact that car manufacturers themselves will help
you and provide you with important information that will help you to choose better
what you want to purchase. Nevertheless, having an information gathering system that
gathers car specifications will help you choose more efficiently and more precisely. We
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should not forget the fact that cars are mostly daily used and people often spend a lot
of time in it, therefore, it is really important to be precise while purchasing one.

5 Design of an IGS

Usually, information is acquired in a format that is only of restricted use [9]. Several
factors are kept in mind while designing an information Gathering system; such as the
energy required to retrieve the information that is needed, the time that should be
spent to retrieve the information and the precision and relevance of the information
that is retrieved. There are two main goals in designing such a system; one would be
the gathering of information related to cars and vehicles’ specifications and the other
one would be to retrieve and represent the needed information for each individual buyer
who is using the system. For the system to operate there might be a librarian or an
information representing expert needed, otherwise the system can be designed in such
a way that individual users can use them without any help of an expert; although there
should be some manuals required for the user to learn how to use the system. The user
should have three different information points ready before using the system:

a) the budget
b) the type of vehicle and
c¢) the services that are required.

All different types of cars and models should be categorized in different ways so
that the user can browse the specific category needed for them. Automobiles should be
categorized in used and brand-new cars; they should be categorized by the manufacturer;
they also should be categorized by their class and segment and platform. The system
should be able to combine different categories into each other based on users’ requests.
For instance the system should be able to create a specific category for a user who needs
a pickup truck and doesn’t have enough money to buy a brand new one; therefore, the
system should show a category of the segment of pickup trucks combined with the
category of used cars; and based on the budget of the buyer different types of services
in different manufacturers should be combined to the other two categories, and as a
result there would be a used pickup truck manufactured by Ford or Chevrolet from
1990s category specifically for this individual user. He can also browse in different cars
that have all those requirements in that category and see the best one based on the
specific patent as provided by the system itself.

6 Information Provided by the System

In an ideal scenario the information provided by the system should include different
aspects of vehicles and different types of specifications of different cars, categorized
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in several ways that has been described. Plus, all the information should be reliable
which means they should either be provided by the manufacturers themselves or there
should be experts on the subject who are focused to deny any unrelated or unreliable
information. Information for each individual vehicle should include at least:

o Brand (manufacturer)
e Model

e Production date

e Platform type

e Segment

o Engine specification

— Power

— Torque

Highest rev count

— Capacity

Air intake type (naturally aspirated, turbocharged, supercharged)

— Cylinder count
o Feature specification

— Luxury features (massagers, cold and heated seats...)
— Safety features (abs braking systems, airbags count and positions...)

— Performance features (traction control, launch control...)
o Price tag

o Modifications (if available)

e Drivetrain®

Using such information, the user will have a clearer view of the choices they have.
Providing enough information might be easy but providing such information with con-
siderable amounts of reliability is not as simple as it sounds; only true car manufacturers
are able to provide the system with such reliable information. Otherwise, we need pro-
fessional experts on each individual brand to provide us with that information and
to reference all the information so that the buyer would realize that they are reliable
enough to use. However, some of the details and specifications are so well known to
everyone that they would be reliable because of this fact.

4where the drive axels are located

Proceedings | CYSP 2022 | University of Tehran | B 5



CYBERSPACE /f,L-/

Ol s 6851 ol 18 GBS wsigo 63SEsls — 1o | GLT 1P L ) o

7 Ethical Facts

Keeping in mind the fact that the system is specifically designed for car buyers to choose
and decide the best automobile possible for their situation -in which they want to buy
a vehicle- it is understandable that reliable information is pretty much necessary, for if
misinformation or disinformation is provided to the user, they would buy a car using
their whole budget and there would be other better options for them, which is not
ethically or professionally correct.

Speaking of ethics, we should keep in mind the fact that not all car manufacturers
are happy to give out the information to the public and to such systems to provide the
users; for sometimes those companies charge individuals for that type of information or
they want to have the executive right to guide buyers on deciding on what vehicle they
want to purchase. So before adding any information to our system, we have to make
sure that the provider of that information or the creator of that specific car, is happy
with us sharing that information with our users; otherwise, we should get in touch with
the company or the manufacturer and come to an agreement on either paying them
for that information or not using their information at all. However, car manufacturers
should keep in mind that information being spread out to the buyers all around the
world who are using our information gathering system is actually a positive point for
them; because they will be able to get well known to different customers who might not
be familiar with their car models and our system provides those customers with such
information. So, the company will be known in that area. In other words, by using this
information gathering system and by providing it with the information that is needed,
some car manufacturers might be expanding the areas where they sell automobiles in.
Wang and others believe: “Satisfaction with popular cars, which is often lower than that
for unpopular cars, declines at a faster (slower) rate than satisfaction with unpopular
cars when they are higher-priced (lower-priced). Therefore, both price and popularity
have important moderating effects on the relationship between satisfaction and customer
experience level” [10].

To design information gathering systems for the specific subject of cars’ specifica-
tions to help our customers choose the most suitable car, faster and more efficient, we
can get help from the methods used in recommendation systems of libraries and informa-
tion retrieval systems in those places. we can also be guided from reference librarians
or information representation experts. Designing such a system requires the help of
computer programmers and people who are familiar with the retrieval algorithms and
also experts in managing information and data fields. Different perspectives of such
systems should be under consideration of different experts.

8 Conclusion

Considering the fact that a lot of new car manufacturers have been in the game in
the past few years alongside the old ones, there are thousands of car models that each
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individual can purchase. Depending on the needs and the requirements of the customer,
several different individual specific cars can be suggested to them. To choose in a faster
and more efficient way between all these models an information gathering system which
is focused on cars specifications could be really helpful to the customer. Although this
might not look necessary but it is really beneficial to have a system that can figure out
the most suitable car for you based on requirements and specifications you gave it. Since
not so many people and not so many users will use the system, it has not been in the
center of attention for the past decades so proposing a new system and the definition
of its design would really help this subject and this group of individuals who seek such
a platform.
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Abstract

Recently, the amount of information is growing exponentially, so security and
privacy protection have been a public concern for quite a long time. This data
can be utilized in several fields, such as business, health care, and cybersecurity.
Cyberspace is a virtual computer environment to ease online communication. Data
mining applications can detect future cyber-attacks through analysis. Data mining
techniques bring a number of privacy risks while also allowing users to access in-
formation that was previously hidden. However, there are various techniques and
algorithms for data mining that preserve cyberspace and privacy for publishing data
in data mining. These algorithms consist of perturbation and anonymization. In
this paper, a framework has been developed for analyzing qualitative methods as
a platform for data classification and evaluation based on the latest perspectives.
Our aim is to present a systematic review of data dissemination methods to prevent
cyber-attacks and privacy preserving data mining (PPDM) and provide a platform
for qualitative comparison within this framework. Additionally, exposing existing
method weaknesses is important for improving PPDM approaches and determining
the appropriate methods according to the requirements of the fields to be studied.

Keywords: Cyber Security, Privacy Preserving Data Mining, Data Publishing,
Perturbation, Anonymization.

1 Introduction

Combining and analyzing sensitive data from multiple sources offers considerable poten-
tial for knowledge discovery. However, there are a number of issues that pose problems
for such analyses, including technical barriers, privacy restrictions, security concerns,
and trust issues [1]. Cyber security is concerned with protecting computer and network
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systems from corruption due to malicious software, including Trojan horses and viruses.
Data mining has also proven a useful tool in cyber security solutions for discovering
vulnerabilities and gathering indicators for baseline, as shown in fig.1 . Data mining
is the process of identifying patterns in large datasets [2]. Data mining techniques are
heavily used in scientific research as well as in business, mostly to gather statistics and
valuable information to enhance customer relations and marketing strategies. Privacy
preserving distributed data mining techniques (PPDDM) aim to overcome these chal-
lenges by extracting knowledge from partitioned data while minimizing the release of
sensitive information. Numerous methods have been proposed in the field of privacy
data mining [3]. These methods may lead to information loss or side effects, such as
reducing the most recent classifications of perturbation and data usage. This article
provides an overview of anonymization and perturbation techniques. Anonymization
techniques prevent identifying the characteristics and identity of critical data to ensure
privacy, while data perturbation techniques modify a piece of data or the entire dataset
while maintaining the meaningful properties for creating data mining models [1]. This
technique is chosen by some data owners since they do not want to expose their privacy.
In the perturbation approach, there are two types of techniques: value-based perturba-
tion and Multi-Dimensional Perturbation. It is a technique that maintains data privacy
during data integration or before sending data to a data-mining program [5]. In this
article, publishing techniques for privacy preserving data mining and a comprehensive
overview of all the methods used so far are presented. We have attempted to provide
the most comprehensive classification of the categories because in most articles avail-
able, only the steps of privacy preserving data mining are divided, whereas the following
methods are not discussed. The aim of this article was to provide a brief description of
each method, as well as a category for each method. This essay is organized as follows:
After the introduction, a description of the research is provided in part two, followed
by a classification of the various techniques in the next parts. The next part consists
of evaluation criteria. Finally, at the end of the article, a list of the newest methods is
provided based on recent research projects.

2 Related Works

Confidentiality is the main problem that arises in a large set of data. In this case, PPDM
protects the privacy of data mining and its purpose is to achieve reliable data mining
results without disclosing sensitive information. In [6], privacy techniques are classified
into two categories, the Anonymous and the perturbation approach. After analyzing
each approach, their significant features were identified, but only a small number were
examined in the classification of methods. This paper provides an overview of existing
privacy techniques, such as perturbation, anonymization and analyzes their strengths
and weaknesses in various contexts [7],[3]. Privacy preservation is divided into the
following types: Privacy preservation data mining (PPDM), Privacy preservation data
publishing (PPDP), Privacy-preserving distributed data mining (PPDDM), and privacy

10 B | Proceedings | CYSP 2022 | University of Tehran
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Figure 1: Conventional cyber security system [2]

preserving social network data publication (PPSNDP) [9]. Anushree Raj and Rio G.L.
D’Souza have also said that two types of privacy attacks, called record linkage and
attribute linkage, are prevalent. Several techniques are presented to preserve privacy
[10]. According to Alpa Shah, the essence of PPDM lies in anonymization, perturbation,
cryptography, fuzzy logic, and neural networks. Perturbation-based approaches have
been discussed in [11]. It is also said that the data perturbation Approach is divided
into two groups: the approach to probability distribution and the approach to value
distortion. This paper aims to provide a complete and comprehensive classification of
perturbation-based and anonymization-based algorithms according to the latest updates
on data mining privacy. It also seeks to come up with an acceptable basis for more
accurate classification and evaluation of data mining privacy techniques.

3 Algorithms and Techniques

To carry out data mining based on the desired results, complexity, and data properties,
various used algorithms and techniques, including Association Regulation Learning,
Classification, clustering, regression and outlier analysis [12] are explained in fig. 2.

3.1 Association Regulation Learning

This is also known as dependency modeling or market basket analysis. It is used to
discover relationship rules and correlations between variables. The purpose of associa-
tion rule mining algorithms is to identify relevant relationships between variables in a
dataset [13].
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Figure 2: Various Data Mining Techniques

3.2 Classification

A classification algorithm is a powerful tool for analyzing and categorizing large amounts
of data. It also enters data into a group belonging to a public class. It also enters data
into a group belonging to a public class. This is also known as supervised classification

[14]-

3.3 Clustering

A clustering algorithm, known as Unsupervised classification, finds and creates groups
of data elements that are similar [15]. Since each cluster can be considered as a class
without a label, clustering is also known as automatic classification or classification that
learns from observations rather than a training set [10].

3.4 Regression

A regression algorithm looks for a function that models the data with the fewest possible
errors.Although algorithms have been created for a variety of tasks (such as clustering,
association-rule mining, and classification), only two parties remain in the case of re-
gression. The most interesting point about this algorithm is that it will keep the answer
variable private [17].

4 PPDM Techniques for cyber security

Despite that, information discovered by data mining can be very valuable to many
applications, people have shown increasing concern about the other side of the coin,
namely the privacy threats posed by data mining [18].New strategies are discovered
in PPDM to provide privacy for data mining knowledge. Furthermore, the process of
knowledge discovery should not be impeded due to privacy. PPDM’s major purpose

12 B | Proceedings | CYSP 2022 | University of Tehran
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is to create algorithms that modify original data in several ways so that personal data
remains private even after mining [19].

4.1 PPDM Techniques

There are several methods and a number of proposed conservation techniques to pre-
serve privacy. Most techniques use some form of transformation in the main dataset to
preserve privacy [20]. In this paper, the current techniques are divided into two general
categories: perturbation and anonymization (fig.3).

Perturbation is a procedure for maintaining information confidentiality. This tech-
nique modifies the value of records without altering the significance of the input data
Research shows that rotation disorders, projection disorders, and geometric data disor-
ders are the three types of approaches to data disruptions [21]. The summary of these
three types of data Perturbation is presented in Table 1.Anonymization refers to an
approach where identity or/and sensitive data about record owners are to be hidden.

4.2 Cyber security

Cyber security is the set of technologies and processes designed to protect computers,
networks, programs, and data from attack, unauthorized access, change, or destruction.
Cyber security systems are composed of network security systems and computer (host)
security systems [22]. Data mining has also proven a useful tool in cyber security
solutions for discovering vulnerabilities and gathering indicators for baseline. In this
paper, we will focus on privacy preserving Data mining approaches for cyber security.

4.2.1 Value-based Perturbation

This will be explained in detail to preserve statistical characteristics and column distri-
butions. Value-based Perturbation is caused by:

Table 1: Summary of different Data Perturbation Types [23]

Random Rotation perturbation

Geometric Perturbation

Random Projection perturbation

R*X =Y

For all three formulas, X is
the original dataset. For all
three formulas, Y is the
perturbed  dataset.  The
random rotation matrix is
denoted by the letter R.

RX+T+D=Y

The secret rotation matrix is
denoted by the letter R.
(preserves Euclidean distances)
The secret random translation
matrix is denoted by the letter T.
The secret random noise matrix
is denoted by the letter D.

A¥X =Y

The random projection
matrix is denoted by the
letter A.
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Data publishing based Techniques of PPDM

A

Perturbation Approach Anonymization Approach

L

Value-based Perturbation Multi-Dimensional Perturbation *  K-Anonymity
=  L-Diversity
r . T-Closeness

* Random Noised *  Condensation = P-Sensitive
Addition =  Random Rotation Perturbation 7"  (a,k) - Anonymity
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Figure 3: Privacy preserving data mining approaches for cyber-security

Random Noise Addition. This method is based on the fact that data owners may
not want to preserve all values in a record equally [3]. We consider the original values
(r1,22,...,Ty) in a column to be drawn arbitrarily from a random variable x with
a distribution. The randomization process alters the original data by adding random
noises R to the original data values (Y = X + R in column Y'). It then makes the
resultant record (1 + 71,22 + 72, ..., %y + 1) public [24].

Randomized Response. As a technique developed in the statistical community,
the RR scheme is designed to collect sensitive information from individuals in a way
that interviewers and the data processors are unaware of the two alternative questions
answered by the respondents [25].

Uniform Perturbation. To ensure that individual values are hidden during data
collection, data providers can alter the value of each data item or attribute separately
before sending it to collectors in two ways. 1.Addition fixed data perturbation or substi-
tuting an attribute value with a new one, 2. Generalizing the data values or aggregating
based on the related domain hierarchy [26].
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Figure 4: Data Micro Aggregation Perturbation Model [30)]

Probability Distribution. This method endeavors to preserve data privacy for in-
dividuals by reconstructing the distributions. The point of this approach is that the
owner of the data set publishes the resulting tuples by x;, instead of z;(z1, 2, ..., zy).
Xy 18 the original data value of a column (one-dimensional distribution) and is drawn
from a random variable x and a random value of a certain distribution r [27].

Data Aggregation. This PPDM technique exposes aggregated data and allows the
evaluation of particular aggregate query functions in the procedure of concealing an
individual record [25].

Data Swapping. The values in distinct records are modified in data swapping strate-
gies to ensure privacy in data mining. The lower half of the data is kept intact and is
not impacted in any way, which confirms this method’s benefit. As a result, certain
general calculations can be performed without jeopardizing data privacy [29].

Data Shuffling. In addition to preserving summary statistics, data shuffling mini-
mizes the risk of exposing confidential variables (X), a risk beyond that already present
in the original data [31].

Data Masking. In this method, original sensitive attributes are restored with symbols
like ‘or’ and ‘+’. It is very similar to the data blocking method but in this method,
symbols are used for masking attributes [28].

Data Merging. The common approach to achieving data merging is sharing aggre-
gated data rather than the subject’s personal data [32].

Data Blocking. Methodology for falsifying association rules can be complicated by

introducing unknown values into data. When uncertain values are entered, the Values
of support and trust will fall within a certain range rather than a fixed number. It
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means that important association rules are obscured by the final results set [33]. When
data is given for mining, a blocking-based strategy suggests hiding certain sensitive
information.

4.2.2 Multi-Dimensional Perturbation

The purpose is to hold Multi-Dimensional information. Multi-Dimensional Perturbation
is caused by: Data Mining Task-based Perturbation. Data mining techniques
modify the original data in a way in which the preserved properties can be utilized for
tasks specific to data mining or even a particular model [34].

Condensation. This is one of the PPDM techniques that uses a methodology that
condenses the data into various classes of the same size. The higher the indistinguisha-
bility level, the higher the amount of data privacy. Every group has at least a k value
which alludes to the level of indistinguishability [31].

Multiplicative Transformation. Before publishing, the data owner perturbs the
data using the multiplicative data perturbation method. The multiplicative data per-
turbation is a combination of random rotation and fuzzy logic. The original data is given
as input to multiplicative data perturbation and obtains perturbed data as output [35].

Distance Perturbation. It also provides a high level of guarantee on data utility,
particularly in terms of classification and clustering. As long as distance or inner product
are preserved in data mining models, perturbed data will have the same accuracy as
original data if such information is preserved [34].

4.2.3 Dimension Reduction-based

Data dimension-reduction-based strategy is an effective way to reduce data size in such
a manner that it is compact and provides lower input data dimensions while keeping its
geometric structure [36].

Dimension Reduction-based is caused by: Non-negative Matrix Factorization
(NMF). The NMF [37] method uses nonnegative constraints to obtain a matrices-based
data representation. The NNF matrix (Equation (1)) is as follows:

Apxm = mxk X Hgxn (1)
In which W and H are nonnegative matrices of dimensions m x k and k X n, respectively.
Singular Value Decomposition (SVD). A noted method of dimension reduction

in data mining is the SVD [38]. M is the original matrix, while n represents records and
m represents attributes. Equation (2) is as follows:

M = uXoT (2)
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U is an m x n orthogonal matrix, ¥ is an m x n diagonal matrix whose diagonal elements
are positive, and VT represents an m X n normal orthogonal matrix [39].

Normally Distributed Noise (NDN). As a result of this method, M is added to a
noise matrix (7'u) with the same size and normal distribution. The matrix dimensions
of Tu and M are the same. Tu’s elements are arbitrary values with a standard deviation
and a mean parameter. The distributed matrix Equation (3) is as follows [39]:

M =M +Tu (3)

NMFSVD. This method sequentially decomposes the initial matrix using NMF and
SVD. The algorithm is too time-consuming, and the change of the data space distance
results in undesired privacy protection [10].

4.2.4 Anonymization Approach

This method creates a system in which individual records cannot be distinguished from
groups of records by data generalizing and suppressing [10].
The Anonymization Approach is caused by:

K-Anonymity . The k-anonymity approach is an extensively applied and recognized
privacy technique [11]. The K value is used as a measure of privacy. The lower the K
value, the lower the probability of anonymizing.

L-Diversity. This method saves k values in addition to a variety of sensitive charac-
teristics about each group to prevent homogenous attacks [12].

T-Closeness. As a result of the disadvantages of the L technique, the T-Closeness
Approach was developed. Using the T- Closeness technique, the space between a sentient
property’s distribution in an unknown group and its distribution in the entire table
should not exceed the threshold ¢ [12].

P-Sensitive. As an extension of k-anonymity, the p-sensitive model addresses several
shortcomings of this model. It considers several sensitive attributes that must not be
disclosed. Although initially designed to protect against homogeneity attacks, it also
performs well against different types of background attacks [13].

M-Invariance . M-Invariance is a fundamentally privacy-preserving concept in mi-
crodata republication. Unfortunately, the existing generalization-based m-Invariances
require changing microdata for big data releases. This leads to problems with data
utility loss and poor querying performance [13].
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5 Evaluation of Privacy Preserving Data Mining Tech-
niques

Privacy measurement is difficult due to the lack of a single and universal definition.
However, some metrics have been proposed in the context of PPDMS. Unfortunately,
there is no such thing as a single metric because some parameters can be evaluated.
The existing metrics can be categorized into three groups that are different in PPDM
aspects that are being assessed: 1. Data quality metrics that calculate the loss of data
2. A complexity metric that measures a technique’s efficiency and scalability 3. Privacy
level metrics that measure how safe data is from the standpoint of disclosure. Metric
results make similar evaluations, but the assessment is carried out through data mining
outcomes developed with changed data. The following subpar presents a survey of
PPDM metrics regarding the privacy level, data quality and complexity [43].

5.1 Privacy Level

The goal of PPDM is to maintain a certain level of privacy while maximizing the data’s
usefulness. According to data privacy metrics, the original sensitive data can be deduced
from the altered information that results from using a privacy preserving approach
[13]. The average conditional entropy measure is presented based on the information
entropy idea to address the issue of not including the original data distribution [14]. The
conditional differential entropy of X, h(X|Z), is obtained from equation 4. in which
fx() and fz() are the X and Z density functions, respectively.

hX|Z) = - /Q | el 2)log f (@) (4)

A key privacy statistic is the hidden failure (HF), which is used to assess the balance
between privacy knowledge discovery and security. The ratio of the hidden patterns
compared to the original information hidden as a privacy- preserving method is known

as the hidden failure [14] and is derived from Equation 5.
#RP(D')
HF = ———= )
#RP(D) ®)

In this equation, HF stands for hidden failure, D and D stand for sanitized and
original data sets, respectively. #RP() stands for the sensitive Patterns. All sensitive
patterns will be properly hidden if HF = 0, but no sensitive information will be lost in
the process [17].

5.2 Data Quality

Data quality is frequently harmed by privacy-preserving measures. Data quality mea-
surements (also known as Metrics of functionality loss) try to determine the extent of
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Table 2: Advantages and Limitations of PPDM Techniques

Technique Advantages Limitations
-Scalable -Original data values cannot be
Techniques -Efficient regenerated.
according to | -In this technique different attributes are preserved . .
perturbation independently -Loss of information
Techniques -Hide records with -Linking attack.
according to | -Identity or sensitive data about record owners are -Heavy loss of information
anonymization to be hidden

the utility loss. In most cases, the measurements are conducted by analogizing outputs
of a function to the original data and the privacy maintained altered information [15].

A metric is defined for determining the accuracy of any reconstruction algorithm
(such as randomization) [14]. The authors calculate the amount of data loss by com-
paring the reconstructed and original distributions using Equation 6, in which f,(z) is
the original density function, and f is the reconstructed density function.

I(e(@) fo@) = 5BL [ 1fela) = fo(w)lda] (6)

The MC is a metric that counts how often patterns were hidden when they shouldn’t
have. As expected, during privacy protection process, no sensitive Patterns were re-lost
[45]. This metric is obtained from Equation 7, in which Rp(X) stands for the number
of non-restrictive patterns found in database X.

_ #~ Rp(D) — # ~ Rp(D")
# ~ Rp(D)

MC (7)

5.3 Complexity

The efficiency and the implemented algorithm’s scalability are the most important as-
pects of the PPDM approach complexity. Metrics can be utilized for resource consump-
tion, such as time and space to quantify efficiency. All algorithms use these measures.
A brief overview is provided here [15].

6 Discussion and Conclusion

Privacy models that cleanse data are used to achieve data publication privacy. However,
attackers may attempt to anonymize or infer sensitive information due to access to other
publicly accessible sources Modeling background information on adversaries presents a
number of challenges as the amount of published data keeps increasing in quantity
and complexity. These challenges include determining what data can be used to de-
anonymize and the number of public data sources that can be linked together. This
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P

Table 3: Techniques for Data Mining that Preserve Privacy Analysis and Comparison

required

Methods
Criteria
Methods Scenario
Lots of Privacy . . ., e
computation preservation Accuracy of mining Scalability
Central
Anonymization Commodity Low Average Average Average
Central .
. High
Perturbation Commodity . Low .
and Low High Average High
Distributed &
Table 4: Comparison of Perturbation-Based Privacy Techniques
Methods Processing Advantages
) . A uniformly determined
Uniform Noise | perturbation matrix is ] ) - ) )
Distorted added to the initial matrix It is easy to use and has a high addition noise efficiency
Add randomly selected
Normally noise values to the initial ) ) ]
Noise Distorted | matrix Add noise based on attribute value, randomness is strong
In the original matrix of
Sineular Value | higher latitude, three o o o
Dec%)u mposition matrix multiplications are Clustering is based on spatial distance and similarity between

data

Non-negative

Dividing the initial matrix
into two matrices and

Optimization problems have a much lower computational

Matrix A overhead than SVD
Factorization multiplying them
Min Max Normalize attribute values | The prediction accuracy rate of normalization,

Normalization at uniform intervals standardization, and data mining
In this method, the initial
matrix is successively It is difficult to reconstruct the initial matrix, and it also has a

The NMFSVD decomposed by NMF and | high mining accuracy
SVD
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necessitates the creation of more sophisticated and accurate adversarial background
knowledge models, which can stimulate research on privacy safeguards that are effective
against them.

In privacy preserving data mining, the key objective is to come up with a new
algorithm that will hide or protect sensitive data from unauthorized parties. This
paper presents a framework based on data publishing for categorizing and evaluating
Privacy Preserving Data Mining methods. To begin with, these techniques were divided
into two classes of anonymization and perturbation, and their key characteristics were
examined. The perturbation process has an impressive computation cost efficiency, but
it is difficult to achieve a balance between privacy and accuracy in data mining results.
The purpose of this study is to review a wide range of privacy preserving data mining
methods and their existing approaches. In this paper, the current state of privacy
preserving techniques and cyber space in data mining discussed. We hope that the
review presented in this paper can offer researchers different insights into the issue of
privacy-preserving data mining, and promote the exploration of new solutions to the
security of sensitive.
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Abstract

Background and Objectives: Given that developing the useful paradigm makes
novel and philosophical specifications for administrators of various fields of health-
care dealing with humans. Despite positivistic research and quantitative method-
ology have much to offer in health research, many questions in healthcare manage-
ment (HM) cannot be answered by these approaches; such weaknesses of utilizing
only a “functionalist paradigm” in HM researchers, tend us to examine a variety
of research approaches which may find useful to meet the needs of understanding
their environment and purposed as aim of this paper. Methods: Thirty HM arti-
cles analyzed using a meta-analysis method based on a philosophical perspective
from inform research design field. Findings: We seek not to make an argument
about which methodological paradigm is best, rather we present the reader with a
paradigm view of each. Despite dominant of functionalist paradigm in many HM
researches, we found necessary new HM approaches based on interpretive paradigm.
Helpful instances of these approaches in term of HM are explored in descriptive data
mining and Health Technology Assessment. Conclusions: This study indicated that
in some articles of HM the “Functionalist” paradigm, whereas new challenges are
raised for many shift paradigm as a significant requirement. Although this is not
a general conclusion about the field of HM researchers, but this is conclusive that
HM researchers consider combining approaches rather than just rely on traditional
methods. Realizing both objective and subjective knowledge in HM required discus-
sion of the research paradigms, which achieved more by “functionalism” and partly
by “interpretive” paradigms.

Keywords: Paradigm, Epistemology, Ontology, Methodology, Health Technology
Assessment (HTA), Social Capital.

1 Introduction

Philosophy can be defined as the questioning of basic fundamental concepts and the need
to embrace a meaningful understanding of a particular field; the discipline of philosophy
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can be used to allow research to be viewed in a certain way, by using particular accepted
approaches [1] Another study suggests needing of natural science in phenomenological
philosophy [2]. To accommodate these radically non-classical phenomena, a new philo-
sophical foundation is called for: phenomenology; “Phenomenological philosophy” is
brought into focus for use in theoretical physics via qualitative work with topology and
hyper complex numbers.

While trial designs and other positivistic research methods have much to offer in
health research, their promotion — which are indicators of “functionalist” paradigm —
can be misplaced. Many questions about health care are not amenable to randomized
controlled trials: For example, a randomized trial could not research the question of
the number of people who die every year as a result of waiting too long with severe
chest pain before calling an ambulance for ethical and practical reasons; A randomized
controlled trial design cannot answer the question of why — it cannot explore what is
going on in a person’s life and relationships that may have influenced them to delay
seeking help. Herein lies one of the weaknesses of utilizing a positivist, quantitative
methodology [3].

Tavakol and Zeinaloo have compared philosophical contrast between two different
inquiries approaches, with the aim of creating structure for an effective medical inquiry
paradigm [1]. They surveyed these facts that while a quantitative (positivistic) inquiry
can measure the incidence, the prevalence and the odds ratio, it cannot answer “why,”
for example “despite improving medical technology, why asthma is getting worse?”
Qualitative (naturalistic) studies are concerned with answering questions such as “What
is X, how does X vary in different circumstances?” Therefore, qualitative research
can complement quantitative research by exploring areas not amenable to quantitative
research on its own. Thereupon, both of them can enhance the validation of research:
Quantitative research can help to answer the ‘how many, how often’ questions but
qualitative research can help to illuminate ‘why’ questions.

The study of Ryan and Farrelly was tried to describe patients’ experiences of living
with advanced heart failure and has found that there may be an illogical but endur-
ing ethos of 'cure’ pervading health care worker’s attitudes to this disease [5] Lavoie
describes the dimension of “interpretive” researches as “free from the objectivist bias”
and correspondingly qualitative/interpretive aspects of research in favor of the quanti-
tative/predictive aspects [0]. This study claims that “objectivism” prevents researchers
from understanding the real world or from improving upon their theoretical and empir-
ical knowledge. But on the other hand, “interpretive” paradigm alters style of scientific
discourse from neoclassical works, because it comes more and more to reflect an in-
teresting rivalry among divergent perspectives, each begging for clear interpretation
from the others, rather than a monolithic system of objectively “tested” quantitative
relationships which neither asks for nor seems to require any interpretation.

“Interpretive research” is used here to broadly describe social inquiry that derives
knowledge claims from the interpretation of lived experiences of individuals or groups;
As such it is a subset of qualitative research that assumes that social reality is locally
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and specifically constructed [7].

1.1 The idea of “Health and Trust”

The idea of “social capital” is made such an enduring impact on the contemporary
academic research and policy agenda largely because of the attention it has focused on
the role and strength of civic associations [38]; The study of Szreter and Woolcock is at-
tempted to outline the policy implications which such a revised theory of social capital
would have for the public health field. Also they would argue that taking seriously the
concept of linking social capital problematizes in particular the quality of relationships
whenever and wherever resources might flow across perceived power gradients. They
believe that improving human health requires both the entitlement to appropriate ‘ma-
terial’ needs and the capability to benefit from it, which is so often mediated through
social relationships.

The report of World Health Organization (WHO) surveyed increasing efforts in
recent years to documents what appear to be a rather close link between social capital
and health, and based on data from the 21 countries, which covered by the European
Social Survey (ESS), confirms this close relationship [9]; in this way, social capital is
measured for each of these countries as a weighted mean of individuals’ self-reported
rate of trust (Fig. 1); The question’s exact wording is: “Generally speaking, would you
say that most people can be trusted, or that you can’t be too careful in dealing with
people?” The positive relationship is evident and the correlation rather strong (0.51).

1.2 Decision-making by “Health technology assessment”

Health technology assessment (HTA) studies explore an interpretive paradigm in HM
researches. HTA is ‘the multidisciplinary field of policy analysis that studies medical,
social, ethical and economic implications of development, diffusion and the use of health
technology’ [10].

In policymaking respect of HTA, the metaphor of a bridge is often presented to
explain the pragmatic and translational features of HTA: it is the bridge between the
community of scientists who produce valid evidence of the impact of technology and pol-
icymakers who make decisions that govern healthcare systems and organizations about
related topics [11]. Therefore, from the ‘policymaker’ perspective, HTA is a vital sup-
port for making rational and credible decisions and requires that the inputs fit with the
general framework according to which decisions are made (e.g. timing and underlying
values). Also from the scientific community perspective, the bridge is a strong call for
focusing evaluation research on salient issues that can be governed by decision makers;
‘building the bridge’ requires scientists to serve the needs of policymakers with good
science.

It is fundamental to provide a definition of technology to understand the meaning
and scope of HTA. While in the past the term has been often limited to ‘hard’ medical
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Figure 1: Health and trust in 21 European countries; Source: [9] Note: AT = Austria;

BE = Belgium; CH = Switzerland; CZ = the Czech Republic; DE = Germany; DK=
Denmark; ES = Spain; FI = Finland; FR = France; GB = the United Kingdom;
GR = Greece; HU =Hungary; IE = Ireland; IT = Italy; LU = Luxembourg; NL =
the Netherlands; NO = Norway; PL = Poland; PT = Portugal; SE = Sweden; SI =
Slovenia.

technologies, such as CT scanners or robots, with time, HTA has increasingly made ref-
erence to health technologies as ‘applied knowledge’ used in the healthcare sector or to
improve health [12]. While evidence-based medicine (EBM) tries to integrate individual
clinical expertise with the best available external clinical evidence from systematic re-
search, HTA incorporates the aims of EBM and makes reference to systematic research
with broader goals: to offer guidance to decision making at all levels (including health
policies at a macro level) and to assess interventions from a larger societal perspective
to include economic, social, ethical, and organizational impacts.

A major feature of HTA is its multidisciplinary content. Policymaking requires an
overall assessment of the main aspects that may be impacted by technologies. While ef-
ficacy measurements require medical and clinical epidemiologic expertise, the evaluation
of other dimensions requires a different type of expertise. For example, for implantable
medical devices, engineering and information technology (IT) expertise may be impor-
tant to make an overall safety assessment. Moreover, genetic technologies and other
interventions may raise ethical concerns and thus may require a specific assessment ac-
cording to ethical standards. In addition, technologies may have an impact on models
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Table 1: Dimensions of Philosophical Paradigms and their Dominant [18]
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Design/Planning

BCG

The sociology of regular change

of care (e.g. they may favour home care) or may influence personal behaviors (e.g.
contraceptive devices) and thus need to be investigated from sociological perspectives
[11]. The work is based on the idea that HTA organizations have a responsibility to
produce assessments that are as useful as possible to their users, ultimately benefiting
public health and well-being.

Ethical analysis both specifies this responsibility to the HTA organization and func-
tions as a tool to help fulfil it. HTA is never value-free, so making values explicit is
the key to increasing the international transferability and policy relevance of HTA [13].
Finally, ethical analysis within HTA can provide insight into these issues, and assist
decision-makers in interpreting information in a policy-relevant way [11].

In I.R Iran, the book of HTA is online available placed by Ministry of Health and
Medical Education of IR. [15].

2 Methods

Thirty articles of Healthcare Management Researches analysed using a meta-analysis
method based on a philosophical perspective from inform research design field. Selecting
articles is a randomly and therefore, the findings of this research cannot be necessarily
generalized to the whole healthcare management field.

From a sociological viewpoint, Burrell and Morgan created the framework for four
sociological paradigms which are now widely used to convey a standpoint on a particular
issue [16]. Those four paradigms were functionalist, interpretive, radical humanist and
radical structuralist.

In many fields of management research, the dominant paradigm of scholars is “Func-
tionalist”; for instance, in Information Systems (IS) only 3.8% of all IS research was
“interpretive” [17] or in strategic management [18], as is illustrated in table 1.
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Table 2: Ontological and Epistemological Underpinnings of Sociological Paradigm, [19]

Metaphysical Paradigm

Ontology Epistemology

Objectivist: direct observation o Empirical inquiry,
f concrete reality scientific method, inductive logic
Subjectivist: social reality
intersubjectively constructed
Relativist: social reality
Deconstructed
Radical structuralist Post-relativist, change ontology Post-relativist, change ontology

Functionalist

Interpretive Based on systemic models

Radical humanist

Dialectic inquiry

Epistemology in this context refers to the nature of knowledge or how we come to
know certain things about the world. In the context of health care, an understanding is
necessary of how certain research methods and certain approaches to data collection have
emerged from vastly different traditions, and, importantly, how they produce different
understandings of the social world [3]. Each of above sociological paradigms in terms
of their ontological and epistemological underpinnings that are summarized by as table
2: [19].

3 Results

In some studies, about subjective properties, there are observed from perspective socio-
logical that “fundamental change” and in a subjective environment is its main challenge;
Thus we find that its paradigm is “interpretive” [2].

Broom and Willis abound a research on HM from newspaper and television docu-
mentaries to web sources and academic journals [3]; this study examines broad traditions
in health research, from positivism to interpretivism, exploring the implications of these
traditions and the various methodological approaches derived from them for health re-
search. Finally, this research aims to provide an “interpretivism” overview of what
might be broadly call research paradigms on health.

The “interpretive paradigm” is evident in anti-positivist literature of the Lavoie re-
search [6]. Walther et. al have focused on theoretical framework of research quality and
claimed that “interpretive” paradigm helps to inform the development of this frame-
work [7]. The study of Szreter and Woolcock emphasizes the role of community on the
agents and moreover, considers society as a fully integrated structural of elements [3];
These assumptions reflect the characteristics of the “objective attitude” and “Sociology
regulation”. So this study is in the “functionalist” paradigm.

Other functionalist paradigms illustrate [50, 21], which have used positive episte-
mology and nomothetic methodology using predictive knowledge mining.

Science that the study of Tavakol and Zeinaloo attends on “structural relationship in
a realistic society world,” so uses “interpretive” paradigm [1]; also this is occurred in the
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study of Ryan and Farrelly, [5] because that they tried to describe patients’ experiences
of living, so the important care of this study is opinion of people who are directly
involved with the issue, therefore it has an “anti-positivism epistemology”; moreover,
their methodology was qualitative and open unstructured interviews were audio-taped.

HTA needs to be understood in the context of evidence-based health delivery and
policy, which calls for decision making in the healthcare sector and beyond to be based
on a systematic analysis of scientific evidence of the effects of interventions [11].

We found dominant interpretive paradigm in HTA studies, which use problem-
focused scientific evidence to make policy and organizational decisions. Saarni et. al say
modern health technology (and HTA as part of it) can be seen as an “imperialistic” ap-
proach towards other health-care ideologies, emphasizing as it does rational, mechanical,
non-intuitive and non-emotional ways of thinking [13]. Further they believe, integrating
ethics and HTA does not necessarily have to enforce this way of thinking.

Finally, other examples of “interpretive paradigm” can be found at these HM re-
searches: Aqil, et. al argue that based on documented weaknesses of routine health
information systems (RHIS), they have developed the Performance of Routine Infor-
mation System Management (PRISM) framework, which offers a paradigm shift by
putting emphasis on RHIS performance and incorporating the organizational, technical
and behavioural determinants of performance [22].

In another study about expansion of primary health care (PHC), a family medicine
(FM) program has been implemented, a model of social insurance, aiming to identify
facilitators of and barriers to implementation of FM in IR Iran [23].

The importance of people who have been asked in the survey by WHO indicates it has
an “anti-positivism epistemology” [9]; Also according to ideographic methodology and
voluntarism approach in human nature of, it is classified in the “interpretive” paradigm.

Warelow has considered the changing philosophical and theoretical construction of
nursing which has moved from an initial focus on positivism and science, and undergone
a paradigmatic shift so that it is now being interpreted by some nursing theorists in
alternative ways [24]. Wilson, et al used a “critical interpretive synthesis” (CIS) ap-
proach, to develop a theoretical framework based on insights drawn from a range of
relevant sources [25].

4 Discussion

Expanding philosophical viewpoint to four articles in 2011-2014 of common authors,
which have used “Data Mining” (DM) techniques in healthcare (specially using surgery
data), we found: (i) We see in part of articles -[26]-[27] and [17]-[51]- that the dominant
paradigm is “interpretive,” due to the use of DM’s descriptive approaches or subjective
models in supply chain management (SCM) on HM; an interpretive structural modeling
approach in SCM subject can be found [28]. (ii) On the other hand, using objective
models such as DM ’s predictive approaches -[29]-[12]- indicates a dominant of “Func-
tionalist” in these HM researches.
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We seek not to make an argument about which methodological paradigm is best,
but rather to provide the reader with a critical understanding of how the methodologies
presented in the following chapters have emerged from, and contribute to, the repro-
duction of particular understandings of the social and natural world [3]. According this
view, reflected in table 3) (appendix), we present the reader any studied article with
a paradigm view of each Philosophical Perspective which explores dominant paradigm
rather than another in examined studies.

5 Conclusions

This study indicated that in some articles of healthcare management (HM) — such as that
we studied — the “Functionalist” paradigm, whereas new challenges are raised for many
shift paradigm as a significant requirement. Although this is not a general conclusion
about the field of HM researchers, but this is conclusive that HM researchers consider
combining approaches rather than just rely on traditional methods. Realizing both ob-
jective and subjective knowledge in HM required discussion of the research paradigms,
which achieved more by “functionalism” and partly by “interpretive” paradigms. Need-
ing for subjective concepts of HM has been extended interpretivism researches in recent
years.
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Table 3: Identifed Analyzed HM Researches from the “Philosophical Specifications”

Perspective.
Article Properties nature of the social sciences Sweielaztl
approach
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) Paradigm
Jour / Conf/ Epistemolo Human Methodolo Reptkidtam
ID | Year Author(s) e Indexer Ontology Fundamental
Thesis / Book gy Nature gy
change
Progress in
Biophysics Anti-
1 2015 Rosen S. M. and Elsevier Nominalism S Voluntarism Ideographic Regulation Interpretive
Positivism
Molecular
Biology
Researching
health:
Broom A. & qualitative, G- — Anti- . . . .
2 2007 Willis E. quantitative Scholar Nominalism Positivism Voluntarism Ideographic Regulation Interpretive
and mixed
methods
The Review Anti-
3 2011 Lavoie D. of Austrian Springer Nominalism e Voluntarism | Ideographic Regulation Interpretive
y . Positivism
Economics
Walther, J. et Jour. Anti-
4 2013 o Engineering ProQuest Nominalism s Voluntarism Ideographic Regulation Interpretive
al, . Positivism
Education
Szreter and International
5 2004 . Journal of Oxford Realism Positivism Determinism | Nomothetic Regulation Functionalist
Woolcock . .
Epidemiology
Rocco and Guideline - Anti- . . . .
6 2012 Suhrcke Report WHO Nominalism Positivism Voluntarism Ideographic Regulation Interpretive
Chappell T . . A . . . . .
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European
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